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WHAT is cyberspace? 
 
HOW does it really work as a global resource? 
 
WHY it’s critical for us to know 
 
WHO is providing the necessary leadership for 
governing the next stage of human activity 
there? 
 



THE GOOD 



A GLOBAL CONCERN: WANNACRY – MAY 12-13, 2017 



FedEx, Boeing, 
Telefonica, Renault, 

Nissan, Deutsche Bahn, 
Hitachi, Honda, Russian 

Railways,  Bank of 
China, Sandvik, 

Petrobras, Portugal 
Telecom, UK National 

Health Service 



 PRESENTED AS RANSOMWARE - 
$300 PER  

 ORGANIZATIONS THAT HAD NOT 
INSTALLED MICROSOFT'S 
SECURITY UPDATE FROM APRIL 
2017 AND UNSUPPORTED 
VERSIONS OF WINDOWS 

  > 300,000 COMPUTERS 

 150 COUNTRIES 

 DAMAGES IN THE BILLIONS OF 
USD 





 48 OF THE 248 NATIONAL HEALTH SERVICE CENTERS 
IN THE UK AFFECTED, 16 HOSPITALS (20% NHS) 

 HOSPITAL WORKERS LOCKED OUT OF COMPUTERS 
FOR PATIENT TREATMENT 

 BLOOD BANK DATA INACCESSIBLE 

 X-RAY FACILITIES UNUSABLE 

CARDIAC AND OTHER OPERATIONS DELAYED 

 

NATIONAL HEALTH EMERGENCY DECLARED 

 



CERTS 
and 
CSIRTs 
share 

informati
on with 
public 

13/5 

Microsoft shares 
emergency patch 

12-13/5  

CERTS and CSIRTs 
share information 

with public globally 

12-13/5 overnight 

ShadowServer and 
FBI share data with 
non-UK time zones 

12/5 afternoon 

@MalwareTechBlog 
shares data with 
tech community 

12/5 morning 

UK’s Cyber-security 
Information Sharing 
Partnership (CiSP) 
helps to identify 

malware 

GLOBAL TAKEDOWN 
WITHIN 24 HOURS 

 
BUT ALSO 

 
GLOBAL RESPONSE  
WITHIN 48 HOURS 



THE HERO: MARCUS HUTCHINS 



MALWARE AND OTHER TYPES OF CYBER ATTACKS ARE 
DRAMATICALLY INCREASING 



HYPERCONNECTIVITY > HYPERVULNERABILITY 

“HOUSTON, WE 
HAVE A 

PROBLEM” 
MOMENT 



AN ACT OF 
WAR B/W 

STATES 

ISSUE FOR 
THE UN 

CYBER  
CRIME CYBER 

TERRORISM 
BUSINESS 

CONTINUITY 
ISSUE 



NOT ONLY INDIVIDUALS – COUNTRIES ARE ALSO HYPER-VULNERABLE! 



WHAT’S IN CYBERSPACE?  

 



January 2019 – 51.2% of the world  

25 

yrs 

3.9 

billion 

people 



SHOUT-OUT: HOW MUCH OF YOUR 
DAY IS SPENT IN CYBERSPACE? 

What’s the longest amount of time 
you think you’ve gone without 

either: 
 

 Looking at your phone for 
updates (or using it!) 

 
 Logging in to your laptop or other 

computer (for school or for fun) 
 







HOW DOES IT REALLY WORK AS 
A GLOBAL RESOURCE? 

 



SHOUT-OUT 

What’s cyberspace? 



COM-
PUTERS 

END-USER 
POINTS 

(PHONES, 
TABLETS, IoT) 

DATA STORAGE 

COM-
MUNICATI

ONS 
NETWORKS 

PEOPLE 



GPS 

Mobile phones 

Undersea cable 
communications 

Satellite 
communications 

CYBERSPACE 

Wi-Fi networks 



WHY IT’S CRITICAL FOR US TO KNOW 
AS MUCH AS WE CAN ABOUT 
CYBERSPACE AS A GLOBAL RESOURCE  

 



THE ABSOLUTELY UNPRECEDENTED 
PHENOMENON OF BIG DATA 
 



 
“DATA”: THE CONCEPTUAL CHALLENGE 

PROPERTY 

NEGOTIABLE 
GOOD 

PART OF MY 
IDENTITY 

RELATIONSHIP 

TOOL OR 
WEAPON 

PRODUCT OR 
COMMODITY 



The Michael Jackson 
phenomenon: we are our 

digital data 



…AND NOT ALWAYS BY CHOICE 

 





http://insecam.org.en/ 

GOVERNMENT SURVEILLANCE / “SURVEILLANCE CAPITALISM” 

http://www.insecam.org/


 
ALEXA AS MATERIAL WITNESS 



3 BIG QUESTIONS ABOUT DATA IN 
CYBERSPACE 

WHAT IS IT – OR HOW ARE WE 
TREATING IT IN A SPECIFIC CASE? 

CAN WE ACTUALLY CONTROL WHAT 
HAPPENS TO IT? 

WHO GETS TO DECIDE? 
(GOVERNANCE) 



NEW TOOLS, NEW RULES 



ONE ANSWER: INTERNATIONAL LAW 

1   
• TAKES INTO ACCOUNT NATIONS’ CONCERNS 

2 

•NEGOTIATES CONCERNS AND INTERESTS 

4 

•BUILDS ENFORCEMENT MECHANISMS GLOBALLY 



BELARUS, BRAZIL, CHINA, COLOMBIA, EGYPT, ESTONIA, FRANCE, GERMANY, 
GHANA, ISRAEL, JAPAN, KENYA, MALAYSIA, MEXICO, PAKISTAN, KOREA, 
RUSSIA, SPAIN, UK, USA  

INTERNATIONAL LAW 
APPLIES TO 
CYBERSPACE 



 

  INTERNATIONAL LAW IN 
THE CYBERSPACE 
DOMAIN 

 

 THE WAYS IN WHICH IT 
APPLIES 

 

 THE HAGUE PROCESS: 
STATES’ INPUT   
 

DE FACTO 

ACKNOWLEDGEMENT  

 

 

 

2017 



 

4 WAYS WE’RE MOVING AHEAD GLOBALLY 
 

►INTERNATIONAL LEGAL NORMS 
 
► CONFIDENCE -BUILDING MEASURES 
FOR GLOBAL ENFORCEMENT 
 
►GLOBAL COMPANIES TAKING ON 
NEW RESPONSIBILITIES 
 
► INDIVIDUALS HAVE A NEW ROLE FOR 
ENFORCEMENT OF NORMS 
 
 



CONFIDENCE BUILDING MEASURES (CBM’S) 

INFORMATION 
EXCHANGE ON 

CYBER RISKS 
DIGITAL FORENSICS 

POINTS OF 
CONTACT 

(CERTs) 

BEST PRACTICES 
FOR 

CYBERSECURITY 

COMMON  
CLASSIFICATIONS OF 

CYBER INCIDENTS 

CYBER 
EXERCISES 

CAPACITY 
BUILDING FOR 

CYBER DEFENSE 
CYBER HOT LINES 

COOPERATION 
ON LAW 

ENFORCEMENT   



CYBER POLICING HAS GONE GLOBAL 

 

 

 

 





 
 



CBM’s ARE HELPING TO 
BUILD A BASIS FOR 

INTERNATIONAL LAW 
NORM IMPLEMENTATION 

NEW ROLE FOR 
COMPANIES  

NEW ROLE FOR 
INDIVIDUALS 



WHO IS PROVIDING THE NECESSARY LEADERSHIP 
FOR GOVERNING THE NEXT STAGE OF HUMAN 
ACTIVITY IN GLOBAL CYBERSPACE? 

 



We’ve entered a new era, and we lack the 
shared vocabulary and political doctrines to 

make sense of it.  

 

Perhaps more importantly, the generation of 

leaders who can seamlessly integrate policies in 

the physical and digital worlds is still emerging. 
 

  -- William Burns, President of the Carnegie                  

  Foundation, February 2017 



AN ADAPTIVE LEADERSHIP CHALLENGE 

CYBERSPACE IS 
A NEW REALM 

OF HUMAN 
ACTIVITY 

THE FIRST NAT’L 
RESPONSE IS 
DEFENSE + 
MILITARY 

DISRUPTION: 
INSITUTIONAL RE-
ORGANIZATION, 

WINNERS AND 
LOSERS, NEW 

TERMINOLOGY 

IDENTIFYING 
THE ADAPTIVE 
CHALLENGE 

DEVELOPING 
LEADERSHIP 

NEW LEADERSHIP 
PARADIGMS 

NEEDED 

THE ADAPTIVE CHALLENGE BECOMES CLEAR AS TACTICAL RESPONSES FAIL  



  
 

♀ 

11%  

46 



MARCUS HUTCHINS 



SUMMING UP 

 



WHAT is cyberspace? 
 
HOW does it really work as a global resource? 
 
WHY it’s critical for us to know 
 
WHO is providing the necessary leadership for 
governing the next stage of human activity 
there? 
 



 
 
 
 
 

 

 

 

 

GLOBAL CYBERSECURITY IS  

A LONG-TERM, STRATEGIC CHALLENGE FOR 
OUR TIME  –  

NOT A TACTICAL ONE, AND NOT A 
TEMPORARY ONE. 

YET ABSOLUTELY CRITICAL. 

 
 



THANK YOU -  ANY QUESTIONS? 



THE INTERSPECIES INTERNET  
TED2013 (VINCE CERF, PETER GABRIEL, DIANA REISS,  
NEIL GERSHENFELD) 


