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GLOBAL CYBERSECURITY TODAY
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THE GOOD



A GLOBAL CONCERN: WANNACRY - MAY 12-13, 2017

The ‘Wannacry’ ransomware attack

The attack has hit more than 200,000 victims in at least 150 countries, says Europol

Source: Intel. malwaretech.com




Countries hit in initial hours of cyber-attack

Russia: Country's
UK: 48 NHS interior ministry
US: Delivery company  trusts disrupted reported 1,000 of its
FedEx affected N LA computers infected

Fran—Z#SS)e Renault
factdaBh 10 stop

Spain: Telecoms®
and gas ¢
companies
struck
FedEx, Boeing,

Telefonica, Renault,
Nissan, Deutsche Bahn,
Hitachi, Honda, Russian

Railways, Bank of
China, Sandvik,
Petrobras, Portugal
Telecom, UK National
Health Service

*Map shows countries affected in first few hours of cyber-attac\gggZcording to
Kaspersky Lab research, as well as Australia, Sweden and Noway, where incidents
have been reported since

Source: Kaspersky Lab's Global Research & Analysis Team B|B|C)




Contact Us

Ooops, your files have been encrypted!

Send §300 worth of Bacomn 1o the 2ddress
bitcoin
L » [lW'”YWS&

=

Qecrypt

» PRESENTED AS RANSOMWARE -
$300 PER

» ORGANIZATIONSTHAT HAD NOT
INSTALLED MICROSOFT'S
SECURITY UPDATE FROM APRIL
2017 AND UNSUPPORTED
VERSIONS OF WINDOWS

» > 300,000 COMPUTERS
» 150 COUNTRIES

» DAMAGES IN THE BILLIONS OF
uUsD






» 48 OF THE 248 NATIONAL HEALTH SERVICE CENTERS
IN THE UK AFFECTED, 16 HOSPITALS (20% NHS)

» HOSPITAL WORKERS LOCKED OUT OF COMPUTERS
FOR PATIENT TREATMENT

» BLOOD BANK DATA INACCESSIBLE
» X-RAY FACILITIES UNUSABLE

» CARDIAC AND OTHER OPERATIONS DELAYED




GLOBALTAKEDOWN
WITHIN 24 HOURS

BUT ALSO

GLOBAL RESPONSE
WITHIN 48 HOURS

12/5 morning

UK's Cyber-security 12/5 afternoon 12-13/5 overnight

Information Sharing @MalwareTechBlog ShadowsServer and

Partnership (CiSP) shares data with FBI share data with

helps to identify tech community non-UK fime zones
malware

12-13/5

CERTS and CSIRTs
share information
with public globally

13/5

Microsoft shares
emergency patch



THE HERO: MARCUS HUTCHINS
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HYPERCONNECTIVITY > HYPERVULNERABILITY

How much does cyber-crime cost the world's leading 10 economies?

This AGCS atlas examines the estimated total cost to the global economy from cyber-crime per year, with
a particular focus on the impact on the world's top 10 economies, according to GDP.

$200bn+ annual cost to top
four economies.

$445bn' annual cost to
the global economy

1.US
$108bn o\ 1CSIS/McAfee

9. Japan

2. China 980
$60bn \

50%+ top 10
economies share of
annual cost

3
“HOUSTON, WE

$250bn cost of cyber-crime to f H AV E A

world’s 10 leading economies ' PROBLEM”

M OM E N T Rankings according to cyber-crime costs







Photo reveals even Zuckerberg tapes his Webcam and
Microphone for Privacy

m 6465 W Tweet 413




WHAT'S IN CYBERSPACE?



January 2019 - 51.2% of the world

Internet Users in the World

4,000,000,000 B Internet

Users

3,000,000,000
3.9

billion

people
2,000,000,000

1,000,000,000

0
RELRN: LAt SR L SR S SN AP A




What's the longest amount of time
you think you’ve gone without
either:

> Looking at your phone for
updates (or using it!)

» Logging in to your laptop or other
computer (for school or for fun)

SHOUT-OUT: HOW MUCH OF YOUR
DAY IS SPENT IN CYBERSPACE?



Top Ten Languages in the Internet
in Millions of users - June 2017

English

Chinese

Spanish

Arabic

Portuguese

1 B E U B

Indonesia

Japanese

Russia

French l_.
Germany 5

All the rest 897

400 500 600 700 800 900 1000
Millions of Users

Source: Internet World Stats - www.internetworldstats.com/stats7.htm
Estimated total Internet users are 3,885,567,619 in June 30, 2017
Copyright© 2017, Miniwatts Marketing Group




Internet of Attacking Things

Different Things Need To Be Protected
. ®

" per person rl' é
/Billion

Objects

asterthan electrnicity & telepnhony

Faaz %
Inflection Point 'ﬁlé%“?//

%)
)
O
>
)
)
[P
o)
w
C
O
=

World Population
— —a




HOW DOES IT REALLY WORK AS
A GLOBAL RESOURCE?



What's cyberspace?

SHOUT-OUT



N

END-USER
POINTS
(PHONES,
TABLETS, loT)

N

COM-
PUTERS

<

TS

DATA

T

STORAGE

\/

R

PEOPLE

\/

>

COM-
MUNICATI
ONS
NETWORKS

<




GPS

Mobile phones

Undersea cable
communications

Satellite
communications

Wi-Fi networks

CYBER OPERATIONS, ANALYSIS, AND RESEARCH Argon ne A

AN ANATOMY
OF THE INTERNET

World Wide Web 4

The Internet as accessible

through a browser
Surface Web
Portions of www that *are*
indexed by search engines, and thus,
make up the majority of the Internet that
most people use on a daily basis.

NATIONAL LABORATORY

DeepWeb

The portions of the web accessible through
a browser but not indexed by Google or
other search engines

Internet
All protocols,
all globally routable

All DarkNet services Sddressss

accessible through
a web browser

DarkNet

\  DarkNet services and sites that are
\ notin the Dark Web include email,
)\ chat, file sharing, and obfuscated
routing to the internet

®

-

CYBERSPACE



WHY IT'S CRITICAL FOR US TO KNOW
AS MUCH AS WE CAN ABOUT
CYBERSPACE AS A GLOBAL RESOURCE



Information from the Internet of Things:
We have gone beyond the decimal system

Today data scientist uses Brontob yte
to This will be our digital @

describe how much universe tomorrow...
government datathe NSA

or FBl have on people

altogether.

Inthe near future, i
Brontobyte willbethe © Zettabyte
1328

measurement to describe
the type of sensor datathat
will be generated from the
loT

THE ABSOLUTELY UNPRECEDENTED
PHENOMENON OF BIG DATA




{ PROPERTY J

PRODUCT OR NEGOTIABLE
COMMODITY GOOD

TOOL OR PART OF MY
WEAPON IDENTITY
LRELATIONSHIPJ

“DATA": THE CONCEPTUAL CHALLENGE




The Michael Jackson
phenomenon: we are our
digital data



...AND NOT ALWAYS BY CHOICE



TOP SECRET//SI//NOFORN

Current Efforts - Google

GOOOLG CLouD

()’FE = GUca\Q SSL P\O\ded “Tfatllle \n
oAk and Temoved ts
Znd Wese ! (g, Coc “heel
secves Y\er(i.

TOP SECRET/SI//NOFORN

In this slide from a National Security Agency presentation on “Google Cloud Exploitation,” a sketch shows where
the “Public Internet” meets the internal “Google Cloud” where user data resides. Two engineers with close ties to
Google exploded in profanity when they saw the drawing.




GOVERNMENT SURVEILLANCE / “SURVEILLANCE CAPITALISM”



http://www.insecam.org/

ELECTRONICALLY FILED
9017-Feb-17 170

04CR-16-370

IN THE CIRCUIT COURT OF BENTON COUNTY, ARKAN$AsC19WD02 91 Pages

STATE OF ARKANSAS PLAINTIFF
CASE NO. CR-2016-370-2

JAMES A. BATES DEFENDANT

Pursuant to Rule 13 of the Arkansas Rules of Criminal Procedure, Pefitioner
Amazon.com, Inc. (“Amazon”), submits this memorandum in support of its Motion to Quash a

search warrant served on Amazon.! The warrant requests that Amazon produce any audio

recordings and transeripts that were created as a result of interactions with an Amazon Echo

device owned by the defendant James Bates and located in his residence. Given the important
First Amendment and privacy implications at stake, the warrant should be quashed unless the
Court finds that the State has mef its heightened burden for compelled production of such

materials.

ALEXA AS MATERIAL WITNESS



» WHAT IS IT - OR HOW ARE WE
TREATING IT IN A SPECIFIC CASE?

» CAN WE ACTUALLY CONTROL WHAT
HAPPENS TO IT?

» WHO GETS TO DECIDE?
(GOVERNANCE)

3 BIG QUESTIONS ABOUT DATA IN
CYBERSPACE



Banditos have you surrounded!
Shoot your way out of this deadly trap!

NEW TOOLS, NEW RULES



ONE ANSWER: INTERNATIONAL LAW

* TAKES INTO ACCOUNT NATIONS’ CONCERNS

* NEGOTIATES CONCERNS AND INTERESTS

e BUILDS ENFORCEMENT MECHANISMS GLOBALLY




United Nations

g’ ‘;{,' General Assembly Distr.: General

22 July 2015

W&
% Original: English

INTERNATIONAL LAW
APPLIES TO
CYBERSPACE

Seventieth session

Item 93 of the provisional agenda*

Developments in the field of information and
telecommunications in the context of international security

Group of Governmental Experts on Developments in the
Field of Information and Telecommunications in the

Context of International Security

BELARUS, BRAZIL, CHINA, COLOMBIA, EGYPT, ESTONIA, FRANCE, GERMANY,
GHANA, ISRAEL, JAPAN, KENYA, MALAYSIA, MEXICO, PAKISTAN, KOREA,

RUSSIA, SPAIN, UK, USA




» INTERNATIONALLAW IN
THE CYBERSPACE
DOMAIN

» THE WAYS IN WHICH IT
APPLIES

» THE HAGUE PROCESS:
STATES’ INPUT

» DE FACTO
ACKNOWLEDGEMENT

2017

TALLINN

MANUAL 2.0

ON THE
INTERNATIONAL
LAW
APPLICABLE TO

CYBER
OPERATIONS

SO0ONB Iy

Perpared by the lneznatiomal Gosgn of Expeety
o the Tavttations i the NATO Cooperamve
Cybet Deence Contre o Excellorns

CAMERDO



> INTERNATIONAL LEGAL NORMS

» CONFIDENCE -BUILDING MEASURES
FOR GLOBAL ENFORCEMENT

> GLOBAL COMPANIES TAKING ON
NEW RESPONSIBILITIES

» INDIVIDUALS HAVE A NEW ROLE FOR
ENFORCEMENT OF NORMS

4 WAYS WE'RE MOVING AHEAD GLOBALLY



)
)

POINTS OF INFORMATION
CONTACT EXCHANGE ON DIGITAL FORENSICS
(CERTSs) CYBER RISKS

<
<

/\/\

COMMON BEST PRACTICES

CYBER
CLASSIFICATIONS OF FOR
CYBER INCIDENTS |  CYBERSECURITY EXERCISES

\/\/

COOPERATION CAPACITY
ON LAW BUILDING FOR CYBER HOT LINES
ENFORCEMENT CYBER DEFENSE

>
>

<
't

CONFIDENCE BUILDING MEASURES (CBM’S)

Y -
CEEE B S

* *
* *

NATO Group of Governmental Experts * o %

ASEAN REGIONAL FORUM




The Strategic Alliance Cyber Crime Working Group

Member Nations and Lead Law Enforcement Agencies

Royal Canadian
Mounted Police UNITED

J— KINGDOM
CANADA r— o

UNITED STATES ¢ = Serious Organised

¢ Australian A : FBI*‘
Federal Police ﬁ_,'

& Crime Agency

S
\\ = NewZeaIandJ

AUSTRALIAY | 24 '\) Police

. \E\‘.’
ZEALAND *Current chair of the group

CYBER POLICING HAS GONE GLOBAL




Facebook, Microsoft, YouTube
and Twitter form Global Internet
Forum to Counter Terrorism

VISION ABOUT LEADERSHIP PARTNERS

The vision of the GIFCT is to prevent terrorists from
exploiting our platforms.




Report online material promoting terrorism or extremism

i GOV.UK

m This is a new service - your feedback will help us to improve it.

Report online material promoting
terrorism or extremism

If you're reporting a crime that's happening right now or if there's a threat
to someone's life, call 999 immediately.

Where did you find the material?

What's the web address?

etails of how to find the materia

» What's a web address?

{ oneeds
( amess aus Jeunes
Conseds sus Porents
Tt er net ' et
Py ot eger sem o denatews

| e (M ibee

ACTIVITIER & PARTMERE &

1] CAREERE L
BERVIER i ADREEMENTSE

FROCUREMENT

= EURTPOL

REPORT ILLEGAL CONTENT ON THE INTERNET

REPORTING WEBSITES

MEWSROOM




CBM'’s ARE HELPING TO
BUILD A BASIS FOR
INTERNATIONAL LAW
NORM IMPLEMENTATION

NEW ROLE FOR
COMPANIES

NEW ROLE FOR
INDIVIDUALS




WHO IS PROVIDING THE NECESSARY LEADERSHIP
FOR GOVERNING THE NEXT STAGE OF HUMAN
ACTIVITY IN GLOBAL CYBERSPACE?



We’ve entered a new era, and we lack the

shared vocabulary and political doctrines to
make sense of it.

Perhaps more importantly, the generation of
leaders who can seamlessly integrate policiesin
the physical and digital worlds is still emerging.

-- William Burns, President of the Carnegie
Foundation, February 2017



IDENTIFYING

THE ADAPTIVE
/ CHALLENGE \
\ DEVELOPING /

LEADERSHIP

AN ADAPTIVE LEADERSHIP CHALLENGE



MIND THE GAP

By 2022, there will be a shortage of 1.8 million information security workers.

ﬁ

: CENTER FOR 2 .
CYBER SAFETY IS( Booz | Allen | Hamilton FROS T
AND EDUCATION




MARCUS HUTCHINS



SUMMING UP
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GLOBAL CYBERSECURITY IS

A LONG-TERM, STRATEGIC CHALLENGE FOR
OUR TIME -

NOT A TACTICAL ONE, AND NOT A
TEMPORARY ONE.

YET ABSOLUTELY CRITICAL.



THANK YOU - ANY QUESTIONS?



. Yy : " '—
PR
LT €

R INTERSPECIES 44

INTERNET

THE INTERSPECIES INTERNET

TED2013 (VINCE CERF, PETER GABRIEL, DIANA REISS, &
NEIL GERSHENFELD) ’




