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INSTITUTIONAL 

INFRASTRUCTURE 

 

REGULATORY 

INFRASTRUCTURE 

  

 

HUMAN CAPACITY 

BUILDING  

+ 

CYBER LEADERSHIP 



TECHNICAL AND INSTITUTIONAL INFRASTRUCTURE 





REGULATORY INFRASTRUCTURE 
• National strategies – critical 

 

• Adapting laws to new cyber 

realities 

– Contract law 

– Criminal law 

– Damages 

 

• Engaging the private sector 

– Licensing 

– Critical infrastructure protections 

June 2014,  

11/ 55 countriesUE 201 



 
 
 
 
 
 
 

PEOPLE AND CYBER LEADERSHIP 
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We’ve entered a new era, and we lack the 
shared vocabulary and political doctrines to 

make sense of it.  

 

Perhaps more importantly, the generation of 

leaders who can seamlessly integrate policies 

in the physical and digital worlds is still 

emerging. 

 

     - William Burns, President 

     of the Carnegie Foundation, 

     February 2017 
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AN ADAPTIVE CHALLENGE 

CYBERSPACE IS 

A NEW REALM 
OF HUMAN 

ACTIVITY 

THE FIRST NAT’L 
RESPONSE IS 

DEFENSE + 

MILITARY 

INSITUTIONAL 

RE-
ORGANIZATION, 

WINNERS AND 

LOSERS, NEW 
TERMINOLOGY 

IDENTIFYING 

THE ADAPTIVE 

CHALLENGE 

DEVELOPING 

LEADERSHIP 

NEW 

LEADERSHIP 
PARADIGMS 

NEEDED 

THE ADAPTIVE CHALLENGE BECOMES CLEAR AS TACTICAL RESPONSES FAIL  

• Cybercrime costs rise globally 

• Extent of hostile cyber activity broadens and 

quickens 

• Internet governance remains an unruly issue 

• New targets: electoral systems, critical 

infrastructure 

• Collective security? 
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WRAPPING UP: SOME INSIGHTS 

13 

BUILD 

TECHNICAL AND 

INSTITUTIONAL 

CAPACITY 

STRATEGICALLY 

REGULATE IN 

CONCERT WITH 

INTERNATIONAL 

DEVELOPMENTS 

CYBER SECURITY 

IS AN ADAPTIVE 

LEADERSHIP 

CHALLENGE: 

THE RIGHT 

PEOPLE NEED 

TO BE ENGAGED 



 
 

THANK YOU. 
 

Deb Housen-Couriel, Adv. 


