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This all-day session of the course is divided into three modules, addressing the most up-to-date legal and
policy developments in countering the cyber threat in the context of counter-terrorism. Below is the
schedule and syllabus for each module, with reference and background reading.

1.1 - INTRODUCTION TO THE
CYBER TERRORISM THREAT
AND THE LEGAL AND POLICY
RESPONSE — PART ONE

9:45-11:15 (1 hr 30 mins)

1.2 - INTRODUCTION TO THE
CYBER TERRORISM THREAT
AND THE LEGAL AND POLICY
RESPONSE — PART TWO

11:30-13:00 (1 hr 30mins)

2.1 - CYBER TERRORISM: THE
NORMATIVE CHALLENGE

14:15-15:30 (1 hr 15 mins)

2.2 - THE ISRAELI
CASE STUDY

15:45-17:00 (1 hr 15 mins)

3.1 - IN-CLASS TABLETOP
EXERCISE
17:30-19:00 (1 hr 30 mins)

3.2 - FUTURE TRENDS IN THE
LEGAL AND POLICY ASPECTS OF
COUNTER-TERRORISM
19:15-20:30 (1 hr 15mins)

Readings and sources for this module (with links):

e Bieda, D., Riddle, E., & Halawi, L., “Cyberspace: A venue for terrorism”, Issues in

Information Systems, 16(3), 33-42, 2015.



http://commons.erau.edu/cgi/viewcontent.cgi?article=1348&context=publicationhttp://commons.erau.edu/cgi/viewcontent.cgi?article=1348&context=publication
http://commons.erau.edu/cgi/viewcontent.cgi?article=1348&context=publicationhttp://commons.erau.edu/cgi/viewcontent.cgi?article=1348&context=publication

Enver Bucaj, “The Need for Regulation of Cyber Terrorism Phenomena in Line With
Principles of International Criminal Law”, Acta Universitatis Danubius. Juridica, Vol 13,
No 1(2017)

Cybersecurity, Terrorism and International Law — Final Report of the International Law
Association Study Group, September 2016

David Fidler, “Israel’s New Counter-Terrorism Law and Terrorism in Cyberspace”,
NetPolitics, Aug 22, 2016

Michael Gross, Daphna Canetti and Dana Vashdi, Cyberterrorism: its effects on
psychological well-being, public confidence and political attitudes, Journal of
Cybersecurity, Volume 3, issue 1, March 2017.

Deborah Housen-Couriel, Cyberizing Counter-terrorism Legislation and Policy: National
and International Developments, ICT Working Papers, 25 September 2017.

Deborah Housen-Couriel, “The Evolving Law on Cyber Terrorism: Dilemmas in
International Law and Israeli Law”, ICT Working Papers, 25 March 2013

Karin Tamar Schafferman, Cyber-terrorism, Israel Democracy Institute, July 25, 2017.
Catherine Theohary and John Rollins, “Cyberwarfare and Cyberterrorism: In Brief”,
Congressional Research Service, March 27, 2015
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http://journals.univ-danubius.ro/index.php/juridica/article/view/3882
http://journals.univ-danubius.ro/index.php/juridica/article/view/3882
http://cyberregstrategies.com/wp-content/uploads/2017/03/ILA_SG_Cyber_Terrorism_FINAL_REPORT.pdf
https://www.cfr.org/blog/israels-new-counter-terrorism-law-and-terrorism-cyberspace
https://academic.oup.com/cybersecurity/article/3/1/49/2999135
https://academic.oup.com/cybersecurity/article/3/1/49/2999135
https://www.ict.org.il/Article/2083/Cyberizing-Counter-terrorism-Legislation#gsc.tab=0
https://www.ict.org.il/Article/2083/Cyberizing-Counter-terrorism-Legislation#gsc.tab=0
https://www.ict.org.il/Article/57/The-Evolving-Law-on-Cyber-Terrorism-Dilemmas-in-International-Law-and-Israeli-Law
https://www.ict.org.il/Article/57/The-Evolving-Law-on-Cyber-Terrorism-Dilemmas-in-International-Law-and-Israeli-Law
https://en.idi.org.il/articles/17488
https://digital.library.unt.edu/ark:/67531/metadc810730/m1/1/

