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Implications for Defenders

The remote cyber attacks Mected against Ukraine’s electricity infrastructure were bold and successful. The cyber
operation was highly syn€hronized and the adversary was willing to maliciously operate a SCADA system to cause
power outages, followgd by destructive attacks to disable SCADA and communications to the field. The destructive
element is the first time the world has seen this type of attack against OT systems in a nation’s critical

infrastructure. This is an escalation from past destructive attacks that impacted general-purpose computers and
servers (e.g., Saudi Aramco, RasGas, Sands Casino, and Sony Pictures). Several lines were crossed in the conduct
of these attacks as the targets can be described as solely civilian infrastructure. Historic attacks, such as Stuxnet,
which included destruction of equipment in the OT environment, could be argued as being surgically targeted

against a military target.
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Ehe.Newﬂurk Times https://nyti.ms/2jlglTa

Security Breach and Spilled Secrets Have
Shaken the N.S.A. to Its Core

A serial leak of the agency’s cyberweapons has damaged morale, slowed
intelligence operations and resulted in hacking attacks on businesses
and civilians worldwide.

By SCOTT SHANE, NICOLE PERLROTH and DAVID E. SANGER NOV. 12, 2017

Fifteen months into a wide-ranging investigation by the agency’s
counterintelligence arm, known as Q Group, and the F.B.I., officials still do not know
whether the N.S.A. is the victim of a brilliantly executed hack, with Russia as the
most likely perpetrator, an insider’s leak, or both. Three employees have been
arrested since 2015 for taking classified files, but there is fear that one or more

leakers may still be in place. And there is broad agreement that the damage from the

Shadow Brokers already far exceeds the harm to American intelligence done by

Edward J. Snowden, the former N.S.A. contractor who fled with four laptops of
classified material in 2013.
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Delhi Communiqué on a GFCE Global Agenda for Cyber —
Capacity Building

UOIo0INZ'N NINTI' —



(2017) "awn? nivna 'y

Macak, From Cyber Norms to Cyber
Rules: Re-engaging States as
Lawmakers
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"International cybersecurity law is
at a critical juncture today.”
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Finnemore and Hollis, Constructing
Norms for Global Cybersecurity
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=  “[T] the real power of norms... lies in the

processes by which they form and
evolve. The success of a norm rests not
just in what it says, but in who accepts it,
not to mention where, when, and how
they do so. It matters to the content and
future of a norm, for example, whether it
Is promulgated by states at the United
Nations, technologists in an industry
association, privacy activists in a
nongovernmental organization (NGO),
or some freestanding multistakeholder
group open to all these actors.”
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Rule 1 -The principle of State sovereignty applies
in cyberspace.

Rule 2 — A State enjoys sovereign authority with
regard to the cyber infrastructure, persons and
cyber activities located within its territory, subject
to its international legal obligations.

- Cyber infrastructure: The communications,
storage and computing devices upon which
information systems are built and operate.



Rule 4 - Violation of sovereignty

A State must not conduct cyber operations that violate the sovereignty of
another State.

Rule 6 — Due diligence

A State must exercise due diligence in not allowing its territory...to be
used for cyber operations that affect the rights of other States.
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Rule 8 — Jurisdiction (general principle)

Subject to limitations set forth in international law, a
State may exercise territorial and extraterritorial
jurisdiction over cyber activities.

-Territorial jurisdiction over cyber infrastructure
and persons engaged in cyber activity on its
territory

-Cyber activities originating in or completed on
its territory

-Cyber activities having a substantial effect on
its territory



Rule 61 - Duty to establish, maintain, and safeguard international
telecommunication infrastructure

A State must take measures to ensure the establishment of inter-

national telecommunication infrastructure that is required for rapid
and uninterrupted international telecommunications. If, in comply-
ing with this requirement, the State establishes cyber infrastructure
for international telecommunications, it must maintain and safeguard
that infrastructure.
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Rule 71 — n'nXy NMan

A cyber operation
constitutes a use of
force when its scale
and effects are
comparable to non-
cyber operations
rising to the level of a
use of force.

(ICJ Nicaragua 1986)

A State that is the
target of a cyber
operation that rises to
the level of an armed
attack may exercise its
inherent right of self-
defense.

(Stuxnet 2010)
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Rule 92- "am"o nopnn”

A cyber attack is a cyber operation,
whether offensive or defensive, that is
reasonably expected to cause injury or
death to persons or ds
destruction to objects.

“an operation against
data upon
which the functionality
of physical objects relies
can sometimes

constitutenan attagRk
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/55\ NATO
RGOV NORTH ATLANTIC TREATY ORGANIZATION

Wales Summit Declaration

Issued by the Heads of State and Government participating in the
meeting of the North Atlantic Council in Wales

Press Release (2014) 120  Issued on 05 Sep. 2014 |  Last updated: 29 Sep. 2014 09:56

72. Our policy also recognises that international law,
including international humanitarian law and the UN
Charter, applies in cyberspace. Cyber attacks can
reach a threshold that threatens national and Euro-
Atlantic prosperity, security, and stability. Their
impact could be as harmful to modern societies as a
conventional attack. We affirm therefore that cyber
defence is part of NATO's core task of collective
defence. A decision as to when a cyber attack would
lead to the invocation of Article 5 would be taken by
the North Atlantic Council on a case-by-case basis.
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An organised cyber attack on essential state functions must
be regarded as an ‘armed attack’ within the meaning of
article 51 of the UN Charter if it causes (or has the potential
to cause) serious disruption to the functioning of the state
or serious or prolonged consequences for the stability of
the state, even if there is no physical damage or injury. In
such cases, there must be a disruption of the state and/or
society, or a sustained attempt thereto, and not merely an
Impediment to or delay in the normal performance of tasks.



Annex to the letter dated 9 January 2015 from the Permanent
Representatives of China, Kazakhstan, Kvrgvzstan. the Russian
Federation, Tajikistan and Uzbekistan to the United Nations
addressed to the Secretarv-General

[Original: Chinese and Russian]

International code of conduct for information security

Each State voluntarily subscribing to this Code of Conduct pledges:

(1) To comply with the Charfer of the Umnited Nations and umiversally
recognized norms governing international relations that enshrine, inter alia, respect
for the sovereignty, territorial integrity and political independence of all States.
respect for human rights and fundamental freedoms and respect for the diversity of
history, culture and social systems of all countries;

(2) Not to use information and communications technologies and
information and communications networks to carry out activities which run counter
to the task of maintaining international peace and security;

(3) Not to wuse information and communications technologies and
information and communications networks to interfere in the internal affairs of other
States or with the aim of undermuning their political, economic and social stability;

(4) To cooperate in combafing criminal and terrorist activities that use
information and communications technologies and information and communications
networks, and in curbing the dissemination of information that incites terrorism,
separatism or extremism or that inflames hatred on ethnic, racial or religious
grounds;
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22017 1" INNXN Belarus, Brazil, China,
] Colombia, Egypt,

Estonia, France,
Germany, Ghana, Israel,
24, The 2013 report stated that 15 Japan, Kenya, I\/Ialaysia,
the United Nations, is applicable and 1s Mexico, Pakistan, Korea,

and promoting an open, secure. stable, accoQE=IIIIF] Spain UK. USA
- . ] ) )
Pursuant to its mandate, the present Group consiu

to the use of ICTs by States.

How international lavg

25. The adherence by States to international law, in pc¥ their Charter
obligations, 1s an essenftial framework for their actions in their use of ICTs and to

promote an open, secure, stable. accessible and peaceful ICT environment. These
obligations are cenfral to the examination of the application of international law to
the use of ICTs by States.

26. In considering the application of international law to State use of ICTs, the
Group identified as of central importance the commitments of States to the
following principles of the Charter and other international law: sovereign equality:
the settlement of international disputes by peaceful means in such a manner that
international peace and security and justice are not endangered: refraining in their
international relations from the threat or use of force against the territorial integrity
or political independence of any State, or in any other manner inconsistent with the
purposes of the United Nations: respect for human rights and fundamental
freedoms: and non-intervention in the internal affairs of other States.

27. State sovereignty and international norms and principles that flow from
sovereignty apply to the conduct by States of ICT-related activities and to their
jurisdiction over ICT infrastructure within their territory.




The UN GGE is dead: Time to Commentary
fall forward

Stefan Soesanto & Fosca
D'Incau

15th August, 2017

The top down UN GGE process appears dead in the water. International norms and laws for

responding to cyber attacks must now be built from the bottom up.
Rules must be binding, violations must be punished, and words must mean something. The UN

GGE failed on all three accounts.
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OPERATIVE MEASURE

Information sharing measures in general

(information about strategies, policies, legislation, best practices, capacity
building)

Number of
initiatives
incorporating
the measure
(out of 84)

43

Mechanisms for international cooperation (conferences, task forces, cyber
diplomacy, learning exchanges, dedicated websites)

Mechanisms for government - private sector cooperation

Specific mechanisms for transnational law enforcement cooperation and
mutual legal assistance for cybercrime

Establishment of a specific national or organizational point of contact for
information exchange (including mandate or suggestion of CERT, CSIRT
specifically)

Technical standards recommended or required

Creating a culture of cybersecurity or information security

“Regular dialogue”

Threat sharing (in general)

Mechanisms for government - third sector cooperation
(NGO'’s, academia, civil society, informal groups)

Developing common terminology

Mechanisms for protecting critical infrastructure and essential services

Real-time, 24/7 exchange

Closing the digital divide

Cyber education programs

Supply chain supervision




Mechanisms should be established for communicating wvulnerability

disclosures

Publication of statistics, metrics and indicators mandated or recommended

Mechanisms for B2B cooperation

Development, training and certification of cybersecurity personnel

Conducting cyber simulation exercises and tabletops

Common CI (critical infrastructure) terminology

Development of risk assessment mechanisms for increasing cybersecurity,
including insurance risk assessment

Ensuring technical interoperability of networks

Certification of professionals, products or services recommended or
required

Specification of government institutions or entities responsible for cyber
governance

Information Sharing and Analysis Centers (ISACs) mandated or suggested

Security / privacy by design for products, systems and services is
recommended

Programs to educate and train national legislators and other
legal/regulatory personnel on cybersecurity

Promotion of gender, youth and other diversity cyberspace workforce /
engagement

Common definitions of cybercrimes

Promotion of e-governance

Cyber hotline for issues that may escalate




5.4 Mechanism for attribution of hostile cyber activities _
16 Developing cybersecurity leadership _

25 Utilize generic identity certificates (digital certification) for user
authentication

4.8 FIRSTs mandated or suggested




A Digital

Geneva .

Convention .-

{

No targeting of tech
companies, private
sector, or critical
infrastructure

4.

Exercise restraintin
developing cyber
weapons and ensure that
any developed are
limited, precise, and not
reusable

Z.

Assist private sector
efforts to detect, contain,
respond to, and recover
from events

3.

Commit to
nonproliferation activities
to cyberweapons

5

Report vulnerabilities
to vendors rather than

to stockpile, sell or
exploit them

6.

Limit offensive
operation to avoid
a mass event

- Microsoft President Brad Smith, February 2017




An attribution organization 101
to strengthen trust online

Microsoft Policy Papers

101010101
010101010
001000100

Establishing an International Cyberattack Attribution Organization to strengthen trust
online

nsibility becomes all the more complex.

The world needs a new form of cyber defense. An organization that could receive and analyze the
evidence related to a suspected state-backed cyberattack, and that could then credibly and publlLIy
identify perpetrators, would make a major difference to the trust in the digital world. It would a y
governments a legitimate basis to take further action against the perpetrators. The technology sector
should work with supportive non-profit groups, to create such an organization and help deter nation
state attacks in cyberspace.
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US officially accuses Russia of hacking DNC and
interfering with election

Administration says ‘only Russia’s senior-most officials’ could have signed off on cyber-attacks and urges
states to seek federal security aid for voting systems

Spencer Ackerman and Sam Thielman in New York
Saturday 8 October 2016 14.05 BST

The US government has formally accused Russia of hacking the Democratic party’s computer
networks and said that Moscow was attempting to “interfere” with the US presidential election.

Hillary Clinton and US officials have blamed Russian hackers for stealing more than 19,000 emails
from Democratic party officials, but Friday’s announcement marked the first time that the Obam
administration has pointed the finger at Moscow.

“We believe, based on the scope and sensitivity of these efforts, that only Russia’s senior-most
officials could have authorized these activities,” said the office of the director of national
intelligence and the Department of Homeland Security (DHS) in a joint statement.

The accusation marked a new escalation of tensions with Russia and came shortly after the US
secretary of state, John Kerry, called for Russia to be investigated for war crimes in Syria.

Vladimir Putin’s spokesman dismissed the accusation as “rubbish.”




Virus discovered at the Gundremmingen nuclear
plant in Germany

April 26,2016 By Pierluigi Paganini

f MyPage i

G+

According to the German BR24 News Agency, a computer

virus was discovered in a system at the Gundremmingen
nuclear plant in Germany.

According to the German BR24 News Agency, a computer virus was discovered at the Gundremmingen

nuclear power plant in Germany.




G7 DECLARATION
ON RESPONSIBLE STATES BEHAVIOR IN CYBERSPACE

LUCCA, 11 APRIL 2017

We reaffirm and note with approval the widespread affirmation by other States
that international law and, in particular, the United Nations Charter is
applicable to the use of ICTs by States. This affirmation is essential to
maintaining peace and security and promoting an open, secure, stable,
accessible and peaceful ICT environment;

We also reaffirm that the same rights that people have offline must also be
protected online and reaffirm the applicability of international human rights
law in cyberspace, including the UN Charter, customary international law and
relevant treaties;

We reiterate the responsibility of States'to refrain in their international relations
from the threat or use of force against the territorial integrity or political
independence of any State, or in any other manner inconsistent with the
purposes of the United Nations;
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“THE US MILITARY MAY CONDUCT CYBER OPERATIONS
TO COUNTER AN IMMINENT OR ON-GOING ATTACK
AGAINST...US INTERESTS IN CYBERSPACE. THE
PURPOSE OF SUCH A DEFENSIVE MEASURE IS TO
BLUNT AN ATTACK AND PREVENT THE DESTRUCTION
OF PROPERTY OR THE LOSS OF LIFE.”

DOD, 2015
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