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NN D) TN ,DYTNN 29 JY DY YIND YN 157 1900 MIVINNDY NPMIND NVOYN
DD NNLVIAN ,TD DX .IVMNV NNIIND NYIA 257 995 1NN OWA NASA S 08NN
Y2¥01N DY NPNZNIL YW 27 29y DY NN NNIYAYN VINDPN ANINN IN 120N
NN P XD AN ODWN DY YHVMNTN OYN NN OIANNN DY NNYPN NVIOY
YA — NN PRH NI NYLN ST .IAYA NIVYNY Y9 YT YNNI NPTID DY

3onow MoN
0N NP NI NNMTD NNVARD DYV MDVNT NPYIN DNX 0NV Twna .1
DN HYID NIDIN NIYN IN MDNND MYV MYANY ,7DNINRY NYO )1 NIV

Cybernetics: Or Control and Communication in the Animal and the Machine. 1
Wiener, Norbert. Paris, Hermann & Cie & Camb. Mass. (MIT Press) ISBN 978-0-262-
73009-9; 1948, 2nd revised ed. 1961
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MINNN DY TIND NITIP INNN DINNN IAWMY DIINDNN TR 1IN DD DY
DN D) ,VYTVINI DOYHPNWYNN DY PINVIAN NNPIY ,NSA-D 5, )NV NMNIND DY

.DMYY PNY NN NSA-NY D)PINN OXTINN IN OINIIND 121D
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Years Of Vulnerabilities: 1988-2012 Sourcefire Research Report https:// 25 2
www.sourcefire.com/2S5yearsofvulns
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,N. Hodge and I. Sherr, Lockheed Martin Hit by Security Breach, 27 May 2011 3
http://online.wsj.com/news/articles/SB10001424052702303654804576350083016866022
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http://www.rsaconference.com/events/us14/agenda/sessions/1068/foreign- 6

spies-and-facebook-the-undeniable-truth
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Comet 67P becomes landing site for Philae in historic touchdown, The 16
Guardian, 13 November 2014. http://www.theguardian.com/science/2014/nov/12/
rosetta-mission-philae-historic-landing-comet



27 2014 My DIDDY DIN) DIINN
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TN W OXTINAD D) DYNY ND W YIND NMNARYN NMIDYNN VI TNND
MYIND . TNPNL D72 OV DIYLVN SV NNOWI TWID Oy NNXIY 117 DX NWNI
100-n 9N HY NNOWI NYIDY DY N NDHN DY NNSY IDNN PO PO, 1IN
PRY Y DIPHRNN PYND,NININDT NN DANYI NYPYN DY GONY NIN 1IYHNN DO
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29N NPVIAN MYNINRNT MODXON PNY KIN NVN RYNT .12 01NN

T W 55N MYNIIND MDVIY YTINHD NN NPIAN MNIN P2V POV P2 12vNnD
P01 .)71722 PANNDA NVIVON 9IP NNNND 1N 1D DY, MPTHN SNY )Y 27 NIVIVDN
13189221 MNIND-2N HINN NINNA MDY TV NN TPINND NNINDA PN OD NYIN
N9V 10991 VP1I9N YD NYTIN GN NI .DOYTN DXVPINIT IFN DXANWHN NN MIOND
TANDY NINYN 1IN MXIN TN 2.NPN DY MINHD NHPN 919N NN PN
DXOVINNIVON NPYY POV NPNONN NMYN NONY 55NN MINN DY NMIZOY TYN NN
SN MDD TNND NMPYMINN NPVID MIIN DY MIYPNN DY XVONR) NYNIN ,MNNY

S. Choudhury and J. Sugden, How India Mounted the World'’s Cheapest 17
Mission to Mars, The Wall Street Journal - India, Sep 23, 2014. http://blogs.ws;j.
com/indiarealtime/2014/09/23/how-india-mounted-the-worlds-cheapest-mission-to-
/mars

India launches biggest ever rocket into space, Space Daily, Dec 18, 2014. 18
Staff Writers, http://www.spacedaily.com/reports/India_launches biggest ever rock-
et into_space 999.html

B. Pavlischev, First space tourists to fly around Mars and Venus in 2021, 19
Space Travel, Mar 13, 2014. http://www.space-travel.com/reports/First_space_tour-
ists_to_fly around Mars and Venus in 2021 999.html

P.B. de Selding, U.S., European Space Chiefs Urge Public To Look Past 20
Russian Rhetoric, Space News, May 23, 2014. http://spacenews.com/40666us-euro-
pean-space-chiefs-urge-public-to-look-past-russian-rhetoric/? _wesid=F74CCOBF-
4C22D3FF83FC59B6FB3D476433FDA26192541BEOB571B18A98549D57
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PIVN YW NI PINN DY 0N NN NZON) DY DNLINN ,MVIVDRD VINY TIYN
NPINDHN MOV VXY NYITIN MNPV NN NWITTN PNDNOVN DN NN YV
YV PIVN DY NYPYNN ,NINT DY . TONNN W MD55910 NPNTIANNINY,IIND MUIND
MNTPNNY NPNN PN 2014 MY NPNNT 7PN M NPN MYIND MDOV1
MOONY NNIXIN MDD NODX 1N, NMITANR MNIKN DY INDI .MM 1Y OINN2
Sy (0VN 21,540-5) 539 GIN 71 DV NAND NNYNNA NINIDNY ,PPOPIY P DY
nwy Orbital Sciences N12aNY NNMN YTIN ININI NODN NNINN ZNIND NTI N9

2 0IND-P2N YoNN MNNY NPADR NYOON Nva

,DYM0 09’ DY ¥I9N2 , 2014 12IVPINA WIPN IDON NPAPNT NMINNINND MIND
NPOON NN KWV, Orbital Sciences Y¥ WHNN MPOIND N TARD .NINDWI NY
NOXVA PAOPYI I NN DY NOONN MPOINT — NV, TPNIND-PAN KON MNND
MNNND 95N NPVION MPIVAD NYP NN I NN .DYDMLN THN X1 NAY IO
DSV PV N TPYITIN NPNTI TPNINIVN NN YHIND POT 1Y
799 TWNNAY ,OYNN MN DIZN DY IND DY 1IN RV IPOYY DINNYN MIMD
NN OX DI NINY W INPN 1D 12ITHY MYV I MDY DITND INIPY PN
PY0NY IWARN DYYYIDIDNNY MDD KV NPTPITH NPNA,PONNN NN 120Y YN

.DMN2OVN DON NN YYIVI MYPANNN NIPONN NN

DMNINT-PIAN NN PNTPY HY NANTIM NPNRYN JY NN DN NININRD DIV
DINNY DY TTINNND TNIN ,NIYRID T DO IWIN DOINN NY HHNN DINN2
MTTHRNNNY NPYY MYNN IVN ;55N VPN DITP MVYIY DITOIYN DIANYNAN
MmN HY 55N NI INGVN P ,NMTH DY 27 90N TN NI PNNPY NAMNN Y
S¥a ,NaINN MY OYIN .JMYYO2 55NN MOWN DY NPPNN MY NN NPVIND
OV MDY GNYO NI NONN MNTY VAN ,TPNPIND-AN 112 NNHN NOINN
MNPV HY HYTN NP0 DV NPNY ,INTY .TINAKY NJID DDAY )N NPMINNA
20 MXIN P2 MMM DY 1102 THY ,1ININD-PAN HINN NN ,YYN2 NDIvan

1. Klotz, Commercial Crew Partners Get Extension, Space News, June 27, 21
/2014. http://spacenews.com/41043commercial-crew-partners-get-extension
Staff Writer, SpaceShipTwo soars to 71,000 feet above Earth during test, 22

Space Travel, Jan 10, 2014. http://www.space-travel.com/reports/SpaceShipTwo_
soars_to 71000 feet above Earth during test 999.html

Staff Writers, Orbital Sciences launches second mission to space station, 23
Space Travel, Jan 09, 2014. http://www.space-travel.com/reports/Orbital Sciences_
launches _second mission _to space_station 999.html
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MY IR PNY 19 nanww (Tokyo’s space initiative) Y Sv 59NN nnivn
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NN NIND 1Y NYINOY DAMY INN YIDNIY ORI MOV NININD 7HVIVONI

291N NYY NI NDYON

DN NIV NNPN DY III0N MNTHRN PNV .PD DY MIVP PITNY NYMIS PO
6.55N1N DINNA NOWI IXNNYW RYN NTIAY NP DY N D5 171012 NOWI NPNIYH
L1977 VIPIN DIND KD NI GNYI MPTHN YNY MIMNYN DNIY DINVNN P2
NoOwNN PO Z.mpnNn GPS-n noynd ndLITVINR A8MY INIVN IWND
MPYM MPTA DY 0N HONN DINNI MYTN MPTH OY DIVP PTNY MINNNNI
YUNN MV NN PIAD PO P NOWH PPV DO0N DNNI 2014 XN ,NNNTD
N NP NMXIAND JNDYHOIMINIVON PN DY GNMIYN MM XN DI0NY NYNI

M. Hoffman, NASA taps French space hub for 2016 mars exploration partnership; 24
.C. Bolden comments, Executive Gov, Feb 11, 2014

http://www.executivegov.com/2014/02/nasa-cnes-partner-for-2016-mars-explora-
tion-project-charles-bolden-comments/?utm_source=ExecutiveGov+Daily+RSS+-
Feed&utm campaign=56fad4ca913-RSS EMAIL CAMPAIGN&utm medium=e-
mail&utm_term=0 36a0a7lecl-56fa4ca913-80419289
Staft Writers, US looks to Japan space program to close Pacific communications 25
.gap, Space War, Aug 7, 2014

http://www.spacewar.com/reports/US looks to Japan space program to close
Pacific_communications_gap 999.html
P.J. Blount, China-Russia Sign Cooperation Agreement, Res Cummunis, 26
May 27, 2014. http://rescommunis.olemiss.edu/2014/05/27/china-russia-sign-coop-
eration-agreement/?utm_source=rss&utm medium=rss&utm_campaign=china-rus-
sia-sign-cooperation-agreement
Staff Writers, Russia may join forces with China to compete with US, Eu- 27
ropean satnavs, GPS Daily, Jun 10, 2014. http://www.gpsdaily.com/
reports/Russia_may join_forces with China to compete with US European_sat-
navs_999.html
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PINON .LDMIND 1IN PHYY VPMI9 (gamma-ray-burst astronomy satellite)
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PAY MPEPRIVINI DIWN XY NI 59N NIN1PN INVIAN NNVIAN YD IO 131D
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N30 DY NIV TNXN 1) 1Y HINN MIDWN JY PN HoNa \nbw NYIvan wain by
Sy NPNRYN ,NNINTY NON MDY P2 NPND ¥ OMNYY 7D DV N9 anwus Honn
DMVYYY DIDNDN D995 59 HY NNY MPTHN DX NI1NN HONN N2XA0 DY MN»PN
GNYo TINN HYA NNN INPNY 9197 7Y Q0N .HONA YWY NYIVON WaIN by MYpnD
YN YHNYNY NIYINI INPNRY PNHON TDIN DY YR DY V1PN GNYY 992 ,NDwd

DDONN OINYY PIIOIN-IT VIDIWD

MONINN 905 VA0 NIVNA OMNMIND-PA DIDNN NN IVNINN MNINKN DNVYA
1PYI) 2014 2>aN3 .5YNN N2>202 NMINMPN DN WINIWN NNVINY TYNI MNOOM
NOYVN .HYN2 MOMINNY TIPN DY NI NVYLN DIV DY XYV MNTPNN
N> ,DIPY MIVNY HOND TPVAIN DY YO NOTN YO0 AV NDYONN NN NNLAN
VHRVIN N VPV .HONT DIPMPN DMINYN MNOY JY NNPYY M THN YI9 NN
IR MPTHN DY DMNIVNYN DMNNLIAN DIDIVINRI MIAYNNNY YINN PYON
27 MOPY NPXD ONMINN NPADN THPNINN NVPLN Z.IPNYY NNND MDD NYITIN
TN P2 PHR DN 1) IWANDY DXIYAN DY IWID KIN NN TR ,INY

MNOYN 1IDNNYN Y, TIPN DOV MND PO YIS I NANDPIVI D»PNN 2014 OXN2
DY 1IN DYIN 22PN 7PN WINT INIVIND NNSYN D) 112 ,TIV0 MIPTH DINNDWYN
— MR MPTI PNPRN TINRD MPTH , 112N MXIN .TIPN AINNY DN
955 5y PN DINY AW NPLDYIN NYIIT MIMNYN — HYND ,MYIVDINY NP )PP
PAYY NNNNINHD NYNI MITTN MODN MNTHI PO PO JNNWD .HYNa M yan
MINDNA HNVN NINIAND MPPYAN IDINY ,TPINDM TPNNR MDY DY P PN DNy
NN PXNI0Y DT RYI DY DY $aWN MDY 1PN MININ P2 NVIVONRN NNND .MINK
NONNN NYID YTTN-2I1 PV TN NPT MNTPNNN .MIIDNY WIND NMITWIND
.999¥2 VYD HONA MOMNND MIND-PAN TIPN YW ITNY DYDY ,)INDPH GN)

N8N NN HONA MNPPY NNV DY NOWY TIPN DY NINIVHYNRN NMINN ,NT 29wa

P.B. de Selding, China, France Join Forces on Astronomy Mission, Space 28
News, Aug 4, 2014. http://spacenews.com/41479china-france-join-forces-on-astrono-
/my-mission

R.P. Rajagopalan, EU's New Space Code: A Significant Improvement, Space 29
News, Nov 11, 2013. http://www.spacenews.com/article/opinion/38115¢u%E2%80%
99s-new-space-code-a-significant-improvement
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STIPN N5 NIYWNI INLOON NIV NPY T NI NI
95N WININ YN NYIN XYN TONN OTPY PO YD I1PWNN T MPOVAD »>apna
»y2a (Conference on Disarmament) D IND Y PWIN PY1AY NTYN PYI NP
3O PPWT-n 95N pwi SW Nasn ny»nd mnKY JNYSND ¥In NoN 0»nvn Ww)n
) NDY IMPNY NPR NYNINN NOVPVLN ,NMYVY T NYSND DTN NN MNIN
MTNINNIN .MM D95 HY PNNYIIN NN NNIN NN NI 1D IV, NN DY NPad

2.95N2 pwI MOIYHN NMINN9M MDIN PO ¥ YWNNNI DY TIPIININD

NMY MPTHI NN NINN MYTIN MM IWIN PNINT-177 MY OPWIPN Mo
YNJ DN MOMD MPTNN NIPN 99NN NDADY DNWN DINYN Y05 NIONY
.HHN2 DINNNIN DINNYN NN TVID IN MINNI JNY HHNN NIV NN DN ¥ MON
PO0Y DNIVNY HON DINXY INN APYH MIIWYN DY NM NITY N TI9 MNDNT
SY NOY NMIDTH P2 N2WI INIWY DIODM ,NIMAY NMWINN NN NYINM YN
V12 ,7PIIVDIN,TPIN MNIN NN 2014 OXNDA .NANT THPNIND-PA NNHODN DIV
Space Situational) Y5na n>axn MmyTmn Xwna (MOU) nHIve NP 050N DY NP
NMMY PMND NN TYY DO NN D NN 1PN 2. (Awareness Activities
N7V MPTPNN NPVIIR-ITMY NNNN NYI DXPN MIPN DNIYA 71 HONI OININY
NN APYNY NPAPR M NNAT DINNRND DIV NN *I% NN NN DTHIND
DONIN VYN MY TUND YD 19 HY HHNN MIDID NYTIN 92HVODA *.55N1 DINDNY
792 MNPV NI DY T TN DI1DDNY POV AOWN DI NDDIN YTNN ONVPN

PPWT — Treaty on Prevention of the Placement of Weapons in Outer Space 30
and of the Threat
U.S. Opposes New Draft Treaty from China and Russia Banning Space 31

Weapons, The Washington Free Beacon, June 19, 2014. http://missilethreat.com/u-s-
/opposes-new-draft-treaty-from-china-and-russia-banning-space-weapons

PJ. Blount, Space at the Conference on Disarmament, Res Commu- 32
nis, June 27, 2014. http://rescommunis.olemiss.edu/2014/06/27/space-at-the-con-
ference-on-disarmament/?utm_source=feedly&utm_reader=feedly&utm_ medi-
um=rss&utm_campaign=space-at-the-conference-on-disarmament

M. Gruss, UK Joins List of US Allies Agreeing To Strengthen Space Surveil- 33
lance Sharing, Space News, Sep 25, 2014. http://www.spacenews.com/article/mili-
tary-space/41995uk-joins-list-of-us-allies-agreeing-to-strengthen-space-surveillance
Staff Writers, Russia Plans to Boost Space Monitoring Capability by 2018, 34
Space Daily, Sep 22, 2014. http://www.spacedaily.com/reports/Russia_Plans_to
Boost_Space Monitoring_Capability by 2018 999.html

Staff Writers, ESA's bug-eyed telescope to spot risky asteroids, Space Daily, 35
Sep 12, 2014.  http://www.spacedaily.com/reports/ESAs_bug_eyed telescope to
spot_risky asteroids 999.html
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PN PPIN NHINA . TUINN PIT P9 HINA M KDY XIND NTI DY NI9DINLND
25N D PHYNI NPIRYND NIXNN ION NIV HY MIXIPN DN 1INIVNY ,OoN RYN2
0) 7.0 MPN YYN NNPNN NIVDINVRY NP NITN NVIAND HINY NWHY M NN
SY DIV, Y9N YNIIN NNV YN DI TSN NPT NNTPN NN I NYIN PO

339590 NYIDS HW NNNANY NN 55N DIINY

NP2 H5NN NI DY MTTINVNNY OPNTNIV NININD NINAY MY D) NHDMPNN
95N 259 NNAY NIVON NINMA NI YD NWTIN NN DY HONN MDD ,NNNTY 55NN
DTP 1000 TY 800 N2NA ,NIND T 22D ONYDHNN VOV DXINY TIIYY INTVNY
Clean n220p15 oxnna ydan Nownn .(Derelict Satellites Adrift - DeOrbit)

¥ Space Initiative

2014 12 59N MOIYN YINIWN NYIN) YIDYW DY MITTINNND D) YN YoNN PNV
,IP2I98) )12XNN NN MPTHY 027 NNWPN MY npaony  Eutelsat NN
172NN NY20 JNY NNIYPNN NPYIN 15%-55 DINN 1N jamming NOHN MyIan
NNYPNN NNVIAN DY MDYNN NN TTNN 7270 .2010 NMIVA 5% NmyY ,2013 Mmva
D9 PAY PYNNI 120 THIN PIDY D) ¥ T NYAIND PIND .OMMND NMIYNNNI
™MIIN ON IPNN NN MIYN TONN INDIVY DXTAN MNIT .DoNN BIYY 91»0N
,ONTY T OMYNYN DPR XN HIN MOIWN Y 12»DN OPRY T HY WIAND NPVIS
,N2 91981 boNav (Council on Foreign Relations) NN »ondd nasnn Sv nym
Y MONRDI PNVIVAY NP 59N NIV AN AN NI NN NN MNIN D

P.B. de Selding, JAXA Addresses Debris Issue with Epsilon Small-satellite 36
Launcher, Space News, Sep 30, 2014. http://www.spacenews.com/article/launch-re-
port/4203865th-international-astronautical-congress-jaxa-addresses-debris-issue

P. B. de Selding, French Debris-mitigation Law Could Pose Issue for Ari- 37
anespace, Space News, April 10, 2014. http://www.spacenews.com/article/launch-re-
port/40171french-debris-mitigation-law-could-pose-issue-for-arianespace

Staff Writers, China expects to introduce space law around 2020, Space 38
Daily, Nov 19, 2014. http://www.spacedaily.com/reports/China_expects_to_intro-
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The article sets the stage for discussion of cyber warfare with concise
definitions of the main concepts, followed by descriptions of new risks and
current responses. Furthermore, some of the major controversies in the cyber
war debate are presented and critically discussed. We conclude that cyber
security is in dire need of interdisciplinary scholarship that would promote an
informed debate and responses through a democratic decision making process.

Setting the stage

Cyberspace, a domain created not by nature but by human beings, has emerged
to provide tremendous benefits, but also to present new risks. Recently, cyber
security has become a national policy issue. Driven predominantly by national
security concerns, democracies have formulated national cyber strategies.

Consistent definitions are essential. Cyberspace refers to inter-connected
information technology infrastructures comprised of computers, computer
embedded systems, telecommunication networks, the Internet and the WWW,
including the information transmitted and processed within these systems.
The public Internet is only one part of cyberspace. Other parts include
mission-specific systems that vary widely in size and complexity and control
the function of various obscure processes; these control functions gradually
become computerized. The term “cyber”, derived from Greek, refers to the
control element.

For over two decades we have been hearing: »Cyberwar is coming!” In a way
unsurprisingto scholars familiar with the Realist theory ofinternational relations,
the idea of cyber war emerged alongside cyberspace conceptualization and then
its realization. History and philosophy show that scientific developments do
not alter human nature enough to eradicate violent conflict. While the potential
for using cyberspace in a conflict is obvious, the currently prevailing properties
of cyberspace make fundamental concepts of attack, defense, and ultimately
war inadequate. However, even experienced defense and IT professionals all
too often confuse acts of cyber crime and espionage with cyber attacks. Failing
to conceptualize what cyber warfare is and, more importantly, what it is not,
skews perception and results in faulty policy-making.
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We now turn to a critical examination of the major issues in the cyber war
debate. We will discuss the significance of threats, the adequacy of the cyber
war metaphor, the promise and problems of emergent responses and the
securitization critique. Finally, we outline an approach for the future.

Risks and materialization

Technologically identical methods are used to gain unauthorized access to
computer resources for most cyber operations, regardless of the intended
purpose: crime, terrorism, industrial espionage, military espionage, or warfare.
Indeed, novel cyber attacks on critical national infrastructure are likely to
severely disrupt social activities if successful. It has become theoretically
possible to exploit the properties of today’s cyberspace to attack strategic targets
remotely. Furthermore, the attacker risks significantly less in cyber space due
to the widespread use of vulnerable commercial off-the-shelf technologies, the
difficulty of distinguishing a glitch from malicious action, and the challenges
of identifying the attackers.

The discovery of ”Stuxnet” was the major driver for national cyber security.
The threshold leading from cyber exploitation (espionage and criminal data
theft) to physically-destructive and politically-motivated cyber attack was
crossed in a spectacular manner. It remains the only known manifestation of a
novel phenomenon: successful exploitation of cyberspace to target the control
a layer of a complex industrial process in order to achieve a destructive goal, all
while avoiding military confrontation.

7Cyber War’”?

Asnoted above, the unique properties of information and cyberspace make some
of the familiar concepts inadequate. This paradoxical state of affairs testifies to
the fundamental novelty of cyberspace that renders even millennia-old concepts
unsatisfactory. Stuxnet demonstrated just how sophisticated and precise cyber-
weapons could be, but to evaluate all cyber weapons’ strategic effectiveness
according to this specific case assumes a too narrow perspective. But website
defacement, distributed denial-of-service (DDoS), massive cyber espionage -
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all are labelled rattacks”; some espionage operations are often upgraded to the
radvanced persistent threat” status, and the whole scene is called cyber war.
War is a central experience of mankind that always had gruesome properties.
“War is an act of force to compel the enemy to do our will;” it consists of
several universal elements, famously formulated by Clausewitz. Centrally, war
is a violent act, where a threat of force and violence are instrumental to achieve
a political goal. None of the denial of service, web hacking, espionage are even
potentially violent; even when Stuxnet is considered - no cyber incident has yet
been violent nor caused the loss of human life. Since none of the cyber events
have yet met the requirements to constitute a war, we should relinquish the
rcyber war” metaphor, at least for the time being.

National interventions in cyberspace

The proponents of the Internet as a self-organizing global commons met national
security strategies as well as the accompanying regulations and surveillance
with disapproval. Yet, perhaps unsurprisingly, reliable evidence shows that
the global commons ideal shunning state-led interventions is very remote from
reality. Even liberal democracies employ domestic measures, such as content
filtering and persistent surveillance for national policy ends, while confronting
some opposition on legal, civil liberty and privacy grounds. The recent official
national cyber strategies in developed democracies demonstrate a retreat from
the long-term libertarian ideology that originally had shaped Internet policy,

The idea of the Internet delimited into national sovereign networks was
disdained in the West: pundits labeling this scenario with the unambiguously
negative term "balkanization”. However, the trend of national intervention in
cyber is inevitable: once the crucial importance of cyberspace is acknowledged,
no state can stay away from trying to assert cyber power. A constructive debate
should focus on the decision-making process and the character of actions
selected by national governments, instead of decrying the loss of an ideal.

Militarization of cyberspace: meanings and outcomes

Developed states have recognized the inadequacy of a laissez-faire approach to
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cyber, but only after repeated cyber breaches increased the perceived insecurity,
national cyber security policies became politically feasible. Analyzing the
national responses to cyber security challenges reveals a pronounced trend
towards concentration of capacity in defense and intelligence circles. The
accompanying over-classification of the decision-making process regarding
the means, goals, strategies and activities severely stifles the public voice,
increasing the conflict with the citizens’ civil liberties. The severe suppression
of the public participation in the unfolding policy debate is anti-democratic. In
practice, over-classification will be counter-productive. Cyber security is one of
the pronounced cases of multi-stakeholder governance where a subordination
of all its facets to the national security establishment’s perspective cannot
provide a net-benefit outcome.

However acknowledging this problem does not necessarily lead to the
securitization interpretation to which the critical security studies scholars
adhere. For the "Copenhagen School”, securitization is an extreme version of
politicization that enables the use of extraordinary means in the name of security.
But what if the strategic environment has undergone such a technology-driven
change that means previously considered extraordinary become vital? The
vulnerabilities of cyberspace can be attributed to a protracted market failure of
the IT industry. The business sector is justly recognized as essential for many
facets of cyber security - but the sector cannot go it alone. It also should not:
just as we do not expect citizens or companies to defend from air-to-surface
missiles by themselves, we cannot reasonably expect cyber security without a
national security effort.

The defense apparatus has an indispensable role to play in national cyber security
and resilience, but it should be closer controlled by democratic mechanisms.

Cyber security: from a technical-military
to a democratic approach

We cannot afford blissful ignorance regarding our changing environment. This
essay started with a brief conceptualization of the central phenomena, and then
critically assessed three major issues in the cyber debate. These points are stressed.
The new risks and threats are real, making cyber security necessary. We as
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individuals, as well as societies, cannot go on unprotected. "Cyber War»,
however, appears to be an inappropriate analogy.

The ideal of cyberspace as a global commons has been mostly forsaken. A
significant national intervention in cyberspace, including the Web, is inevitable.
Yet this in itself is not a negative phenomenon.

The concentration of power in the defense establishment is detrimental to cyber
power because of the accompanying damage to civil liberties, the democratic
process and long-term effectiveness. The national cyber strategies, as well as
the practice of liberal democracies have indeed come into conflict with civil
liberties. This does not necessarily have to be the case. However, adopting the
securitization perspective is not the appropriate way towards balancing the
values for societal resilience.

Cyber security is not simply a clear-cut technical issue. It is a strategic, political,
and social phenomenon with all the accompanying messy nuances. Therefore
cyber reality must be examined with a scientific rigor by all disciplines, enabling
an informed public debate. It is both morally essential and rationally effective
for the responses to be formulated through a democratic process.
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ff Handler to resize the content container when the browser is resized.
var _resizeTimeQutID;
_window.resize(function (} {
£/ This technique coalesces the calls to "adjustContentContainer’
ff sa it only fires once the browser is truly done resizing and
Jf not fired multiple times during resiring.
window.clearTimeout{_resizeTimeOutID};
_resizeTimeQutID = window.setTimeout(adjustContentContainerFromResizeEventHandler, 18);
B H
£ Only wvalid in browsers that implement the HTMLS navigation
ff pushState and accompanied APIs. When change to the navigation
ff state is recognized then the page attempts to load the requested page.
_window.on{"popstate”, function (ewvent) {
this._popStateEventCount++;
/7 Only process If the event fires as the result of the
S/ back ar forward buttoen being clicked - skip if
ff the event is being raised on the page load.
£f This skips processing for WebKit browsers the first
Jff time the event is raised.
if ($.browser.webkit && this._popStateEventCount == 1) {
return;

}
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