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Cybersecurity threats to satellite communications are a relatively new phenomenon, yet have quickly
come to the forefront of concern for the sustainability of satellite systems due to the vulnerabilities that
such threats may exploit and negatively impact. These vulnerabilities are mission-critical: they include
launch systems, communications, telemetry, tracking and command, and mission completion. They and
other aspects of satellite communications depend heavily on secure and resilient cyber capabilities for all
stages of the satellite’s lifespan. Because of the inherently global nature of both satellite and cyberspace
activities, these capabilities rely significantly on international cooperation for setting a baseline of agreed
legal norms that protect satellites and satellite communications. This critical cooperation is relevant
during all mission phases, from planning to final wrap-up. Under optimal circumstances, the norms and
standards protecting satellites and satellite transmissions are developed and enforced by those nation-
state actors that are committed to system operability and overall mission sustainability for those sa-
tellites launched under their aegis and responsibility. However, when breaches of international law do
occur in the form of hostile cyber events that cause damage to satellite communications, a range of
measures should be available to the victim state, provided by the appropriate legal regime or regimes.
This article proposes that a comprehensive and integrative multi-stakeholder review be undertaken in
the near future of the measures available under international law for responding to hostile acts directed
at satellite systems and communications, in a manner that takes into account both existing regimes of
international law reviewed herein, as well as considerations of cybersecurity. These measures will de-
pend upon the characterization of hostile interference with satellite transmissions in accordance with a
proposed typology of hostile events. At present, four key normative international law regimes influence
the types of measures that may be undertaken by states: the UN Charter’s collective security regime;
space law (governing the launching of objects and their space activities, including liability for damages);
global telecommunications law (governing data transmissions and protection of infrastructures); and the
substantive law relating to transborder freedom of information. Moreover, the nascent normative fra-
mework that will eventually apply to state and non-state activities in cyberspace will also be relevant to
satellite communications, although it has been largely excluded from analyses and studies. In summary,
this article proposes a typology of hostile events, both kinetic and cyber-enabled, that are liable to
disrupt satellite communications; and it reviews the four key relevant legal regimes and notes the
challenges of nascent cybersecurity law on the international plane. The article concludes by advocating
for the establishment of a framework for effective elucidation of appropriate legal remedies at the in-
ternational level in responding to kinetic, virtual and hybrid threats and hostile disruptions to satellite
communications.

© 2016 IAA. Published by Elsevier Ltd. All rights reserved.

1. Introduction

Recent events around disruptions to satellite communications,
such as the hostile activities carried out by the Turla hacking group
by exploiting satellite-based Internet links [1]; and the distortion
by other actors of GPS time signals [2], have brought this issue to
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the forefront of concerns among space-faring states [3]. Inten-
tional disruptions of satellite communications raise challenging
questions for international lawyers around the appropriate appli-
cation of international law and the remedies it provides in re-
sponse to such events. Moreover, the influence of nascent norms
of cybersecurity law on the existing international law applicable to
satellite communications suggests the need for a future re-framing
of the legal debate in the broader context of the application of
international law to the activities of nation-states, as well as non-
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state actors, in cyberspace. Until such point in time as legally-
binding norms of state activities in cyberspace coalesce with some
specificity, it is cautioned this necessary re-framing can only be
tentative.

The new threats to international stability posed by the in-
creased use of outer space by the more than 1000 registered and
operational satellites currently in orbit [4], include both kinetic
and virtual (or cyber) hostile disruptions of satellite transmissions.
Such acts come under the general rubric of anti-satellite cap-
abilities, or ASAT. They may incur physical harm to ground stations
and satellites (by collision with another satellite or space debris,
for instance); or harm causing disruption by interference with the
digital communications systems of the satellite by virtual means
such as jamming, distortion or other disruption of computerized
guidance and communications systems [5]. A third category of
hybrid ASAT disruptions, such as “satellite blinding” by laser, or an
electromagnetic pulse (EMP), includes hostile events that combine
kinetic and virtual elements of disruption in a hybrid manner of
incurring damage to the targeted satellite.

Such hostile disruption of satellite communications is rapidly
becoming a part of the strategic and tactical planning against ASAT
of state, and some non-state, actors [6]. Physical threats to satellite
systems have been brought to the fore by the announcement of
several states new to the “satellite club” of satellite launches and
other long-range ballistic trials, such as North Korea’'s satellite
launch in February 2016 (which was condemned by the UN Se-
curity Council in violation of sanctions on that country) [7] and its
ongoing ballistic missile trials, and Iran's February 2015 launch of
the Fajr satellite [8]. Also, events such as the May 2013 Chinese
launching of an upper-ionosphere research satellite [9], the Jan-
uary 2007 destruction by China of one of its own satellites, a si-
milar initiative on the part of the US in February 2008, and other,
less-known ASAT events have sent clear messages to the interna-
tional community regarding capabilities and possible intentions of
the initiating countries. That is, if one of their own satellites can be
physically destroyed, there's no longer any doubt that rival sa-
tellites are feasible targets. [10].

In addition, in a hyper-connected world now characterized by
the ubiquity of cyberspace activities [11], cyber-enabled disruption
of satellite signals can pose an ongoing strategic and fundamental
threat to states when the satellite communications control critical
national and global critical infrastructures such as military sys-
tems, banking and financial systems, air traffic control, electricity
grids, traffic and transport systems, early-warning weather sys-
tems, and the like [12]. In the words of one 2014 observer, these
strategic threats are growing:

“As space systems increasingly perform and support critical
operations, a variety of plausible near-term incidents in outer
space could precipitate or exacerbate an international crisis.
The most grave space contingencies |[....] are likely to result from
either intentional interference with space systems or the inad-
vertent effects of irresponsible state behavior in outer space”[13].
(italics added)

ASAT of various types, including hostile interference with sa-
tellite transmissions, has also been treated as a critical issue in the
context of the increasing militarization of space, as addressed
under the auspices of the United Nations’ Office for Outer Space
Affairs (UNOOSA) and Office for Disarmament Affairs (UNODA). For
example, in the 2013 Report of the UN Group of Governmental
Experts on Transparency and Confidence-Building Measures in
Outer Space Activities (herein, “GGE”) it was noted that the outer
space environment is becoming “...increasingly congested, con-
tested and competitive. In the context of international peace and
security, there is growing concern that threats to vital space

capabilities may increase during the next decade as a result of both
natural and man-made hazards and the possible development of
disruptive and destructive counterspace capabilities” [14].

Ongoing work under the auspices of UN bodies and other in-
tergovernmental organizations regarding the developing para-
meters of outer space governance has in recent years sharpened
the understanding that a new, unified approach is needed [15].
The underlying assumption of this article is that international law
has a key role to play in articulating these “rules of the road” for
the activities of state actors relating to satellites, including the
imposition of realistic and effective sanctions for those states that
do not uphold and implement the applicable legal norms. Yet the
additional and relatively unexplored issue of the application of
international law to state activities in cyberspace is a relevant legal
consideration that also needs to be weighed in evaluating the
range of possible state responses to hostile disruption of satellite
communications. This consideration is largely absent from existing
intergovernmental initiatives regarding outer space governance
[16].

2. The range of hostile disruptions
2.1. Kinetic, virtual and hybrid disruptions

Disruption of satellites and satellite transmissions may occur in
all phases of the satellite lifespan. From the pre-launching testing
phases, through launch into orbit, during the satellite’s active
lifespan, and through its de-activation, hostile disruptions are li-
able to effect transmissions [17]. These are distinguished, for the
purposes of the following legal analysis, from disruption that occur
through error or negligence, i.e. without hostile intent. Examples
of kinetic, virtual and hybrid disruptions include, in sequence:
(a) direct impact of one satellite with another, with intent to dis-
able the former; (b) the jamming or other disturbance of tele-
metry, tracking and command (TT&C) transmissions or other sa-
tellite communications with intent to block or distort them;
(c) directing an electro-magnetic pulse (EMP) at a satellite with
intent to damage it physically, albeit via utilization of the elec-
tromagnetic spectrum, which is an element of cyberspace infra-
structure [18].

2.2. A proposed typology

The proposed typology of hostile disruptions is based on a
matrix that juxtaposes the means of disruption (kinetic, virtual, or
hybrid) with the point at which the disruption occurs over the
satellite lifespan, as described above. An example drawn from the
full matrix is shown in Table 1 below. The juxtaposition of these
elements is relevant to the legal regime that will apply to the
event and that will determine the scope of responses available to
the injured state or states. Thus, the sample matrix in Table 1 in-
dicates the general application of the legal regimes reviewed
herein.

There are particular legal ramifications when a hostile

Table 1

Typology of hostile satellite disruptions with applicable international law regime
(Key: U=UN Charter regime; S=Space Law; T=Telecommunications Law;
F=Freedom of Communications).

Pre-launch At launch TT&C Transmissions End-of-
(ongoing) (ongoing) life
Kinetic U u,sS uUs, F U,S,F usS
VirtuaL U, T uSsST USTF USTF uSsST
Hvsrp  U,T US,T US,TF US,TF US,T
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disruption affects particular content that is transmitted by the
satellite, such as in Iran’s disruption of Eutelsat transmissions in-
cluding BBC Persian, the VOA Persian service and Radio Free Eur-
ope’s Radio Farda [19]. More specifically, when the content rather
than the satellite transmission capability in a technical sense is the
object of hostile disruption, an additional legal regime may be
applicable in the context of freedom of information across national
borders. Thus, if one country initiates a kinetic or virtual disrup-
tion to satellite broadcasts that contain images or messages which
have been particularly targeted because of their content, issues
regarding freedom of information are likely to arise, although its
present scope does not provide absolute assurance of the right to
transmit all content. This point is further explored below.

3. Applicable international law regimes

Four principal legal regimes are salient to the analysis of
harmful disruption of satellite communications: the collective se-
curity regime developed on the basis of the UN Charter, space law,
international telecommunications law, and some aspects of
transborder freedom of information. These regimes have some
overlap in their substance, application and enforcement, and may
best be characterized as intersecting and complementary [20]. For
example, the Turla group’s hack of satellite signals referred to
above may implicate international telecommunications law, space
law and freedom of information, through its harmful interference
with transmissions.

In addition to the four regimes reviewed herein, currently
emerging norms relating to cybersecurity will impact on the way
in which states address intentional disruption to satellite com-
munications. In response to the growing impact of harmful ac-
tivities in cyberspace, state and intergovernmental actors have
undertaken a number of initiatives to clarify the normative para-
meters of cyber activities in general [21]. Specifically, satellite
communications are affected by these developing parameters, as
they take place almost exclusively in cyberspace. In a study of the
intersection of space security and cyber security, Baylon notes:

Satellites, ground stations and other space assets rely increas-
ingly on the internet and other cyber networks for their func-
tions, which renders them vulnerable to cyber attack. For ex-
ample, hackers could use internet-enabled remote configura-
tion features to take control of a space system, resulting in
anamolous behavior or even catastrophic failure of a satellite
[22.]

Thus, the incorporation of cybersecurity considerations will be
an important element of the analysis of harmful interference to
satellite transmissions in light of the four regimes reviewed below.

3.1. The UN Charter’s collective security regime

Satellite communications combine the physical, kinetic ele-
ments of the launch of an object into space, together with the non-
kinetic elements of digital communications to and from the sa-
tellite. Hostile disruption of satellite communications on the part
of state actors, as distinguished from error, negligence and other
non-hostile motivations, raises questions under international law
around the applicability of the UN Charter regime of collective
security to such acts in cyberspace, and specifically whether they
may constitute a use of force under the Charter’s Article 2(4) [23].
These questions are particularly challenging when the disruptions
are virtual or hybrid, rather than exclusively physical [24].

Several recent initiatives aim to elucidate the application of
international law in general, and the collective security regime of

the Charter in particular, to activities that take place in cyberspace,
such as satellite transmissions utilizing the electromagnetic
spectrum [25]. Many definitions of “cyberspace” — there is at pre-
sent no single determinative definition in international law - in-
clude the electromagnetic spectrum as an element thereof. For
example, the 2013 Tallinn Manual on the International Law Ap-
plicable to Cyber Warfare (“Tallin Manual”) defines cyberspace as
“The environment formed by physical and non-physical compo-
nents, characterized by the use of computers and the electro-
magnetic spectrum, to store, modify and exchange data using
computer networks.” (italics added) [26].

The Tallinn Manual and other initiatives likewise engage with
the issue of whether state activities conducted by virtual means in
cyber space, if sufficiently damaging, may be held by victim states
to constitute a “threat or use of force” in the meaning of Article 2
(4) of the UN Charter [27]. The international law has yet to be
definitively settled regarding the parameters of the applicability of
this provision to acts committed in cyberspace; as well as the
permitted parameters of self-defense in response, for example, to
disruption of satellite transmissions that may in the event be de-
termined to constitute an “armed attack” under the Charter’s Ar-
ticle 51 [28]. One example would be the intentional disruption of
satellite transmissions that provide air traffic control towers with
data on airplane traffic and navigation, causing aircraft accidents
and consequent loss of life.

The as-yet unresolved issues of whether a virtual attack on a
satellite system may constitute a use of force or armed attack
under the Charter is a compelling one for an increasing number of
states [29]. More and more, state and non-state actors are inter-
ested in knowing under what circumstances intentionally harmful
disruptions to satellite transmissions may constitute an act that
justifies self-defense; and what the parameters of legitimate re-
sponse to such an act may be [30]. These are especially cogent
issues given the contemporary key role of satellite communica-
tions in essential governmental, financial, military and commercial
systems. Critical infrastructure that is dependent upon satellite
communications is especially at risk to ASAT in this context [31].

3.2. Space law

Space law developed in the wake of the genesis of space ex-
ploration in the 1950s. The five space treaties and customary law
relate to the activities in outer space of a relatively small com-
munity of space-faring states. The entire regime is currently under
a process of review and evaluation as the 50th anniversary of the
1967 Outer Space Treaty (OST) [32] approaches, under the aegis of
the UN Committee on the Peaceful Uses of Outer Space
(CoprouUs) [33].

Under the OST's Article I, outer space is defined and established
as a physical realm available to all states for peaceful use and
exploitation, as part of humankind’s common heritage. Moreover,
the article states that “Outer space, including the moon and other
celestial bodies, shall be free for exploration and use by all States
without discrimination of any kind, on a basis of equality and in
accordance with international law” (italics added). This provision
encompasses the collective security regime set out in the UN
Charter and discussed above [34]. The four additional space law
treaties, as well as a number of UN General Assembly resolutions
and declarations address the applicability of the international law
to outer space, including space objects such as satellites [35].

States may not claim sovereignty over locations in space, nor
over moons or planets [36], yet they retain sovereignty and control
over satellites and other space objects that they either own or
launch into space. The OST also establishes states’ liability for any
damage caused by such objects [37]. Article VII is the operative
provision, and it provides as follows:
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“Each State Party to the Treaty that launches or procures the
launching of an object into outer space, including the moon and
other celestial bodies, and each State Party from whose terri-
tory or facility an object is launched, is internationally liable for
damage to another State Party to the Treaty or to its natural or
juridical persons by such object or its component parts on the
Earth, in air or in outer space, including the moon and other ce-
lestial bodies.” (italics added)

Thus, space law imposes upon states the responsibility for ac-
tions carried out by satellites under their jurisdiction and control,
and duly attributable to them under international law. These ac-
tions may include physical damage caused by the creation of space
debris that inflicts physical harm to other satellites.

The full regime establishing responsibility and stipulating da-
mages is set out in the Liability Convention, which elaborates on
OST Article VII. The degree of liability incurred under particular
circumstances is stipulated in the Liability Convention’s Articles II
through VI. For instance, Article II establishes absolute liability "for
damage caused by [the launching state’s] space object on the
surface of the earth or to aircraft flight" [38]. This liability requires,
for example, payment of compensation to the injured state when
certain criteria have been met. In outer space, state liability must
be established in accordance with the provisions of Liability Con-
vention Articles Il and IV. For these purposes, “damage” is defined
as: “... [the] loss of life, personal injury or other impairment of
health; or loss of or damage to property of States or of persons,
natural or juridical, or property of international intergovernmental
organizations” [39].

There remains an open question of the applicability of the
Liability Convention to satellite transmissions that are subject to
hostile disruption through solely virtual means. A recent Draft
Report of the Chair of the COPOUS Working Group on the Status
and Application of the Five United Nations Treaties on Outer Space
raised the question of expanding the scope of states’ international
responsibility and liability under this Convention [40]. The Eur-
opean Union’s 2014 Draft Code of Conduct also formulates a broad
approach, advocating “...the freedom for all States, in accordance
with international law and obligations, to access, to explore, and to
use outer space for peaceful purposes without harmful inter-
ference, fully respecting the security, safety and integrity of space
objects...” [41]. It specifically endorses improving states’ ad-
herence to, and implementation of, ITU regulations addressing
harmful radio-frequency interference [42].

It is proposed here that a reasonable interpretation of Article
VII might also include damage caused virtually by hostile disrup-
tion to satellite transmissions, whether by space debris or other-
wise [43]. The Convention’s concept of "loss or damage to prop-
erty” would entail a determination that transmissions and the data
they transmit constitute the "property" of a state or private entity
the activity of which is attributable to a state. It is contended that
this is not an unreasonable extension of the scope of the Con-
vention, especially given the high commercial and financial value
of many such transmissions. There is also precedent for such an
approach, as in the application of the WIPO Convention to satellite
transmissions, which it views as assets capable of bearing pro-
prietary rights [44]. Moreover, commercial satellite operators and
satellite consortia, such as International Maritime Satellite Orga-
nization (IMSO), are bound to provisions within their conventional
regimes that require compensation when client transmissions are
interrupted, distorted or otherwise damaged [45].

In summary, the application of space law to the disruption of
satellite transmissions may be characterized as follows. The de-
terminative point of departure for space law is general interna-
tional law, including the UN Charter and its regime of collective
security. Although states may not claim sovereignty over particular

territories in outer space, including the moon and other celestial
bodies, satellites do remain under the sovereignty and the re-
sponsibility of the launching state or states. These legal principles
are established in the OST, which also provides (together with the
Liability Convention) for the liability of states for damage caused
by satellites throughout the satellite’s life span. In this author’s
view, the definition of “damage”, crucial to the application of the
Liability Convention, may be understood to include injuries caused
by either kinetic or virtual means, including damage caused
through and in cyberspace. More controversial is the question of
whether satellite transmissions may be considered “property”
under the Liability Convention, together with the applicable
commercial satellite agreement, and are covered by its provisions.
It is proposed that certain satellite transmissions are in fact subject
to the Liability Convention as “property” and are protected by its
provisions. Nonetheless, state practice regarding the issue is cur-
rently lacking, as it is, to a lesser degree, regarding liability for the
clearer case of physical damage to satellites [46].

3.3. International telecommunications law

This field of international telecommunications law has been
developed largely under the aegis of the leading inter-govern-
mental organization in the field, the International Tele-
communications Union (ITU). The ITU is also the UN specialized
agency charged with the global regulation of telecommunications.
The ITU Constitution, currently ratified by 193 Member States,
defines “telecommunication” as “Any transmission, emission or
reception of signs, signals, writing, images and sounds or in-
telligence of any nature by wire, radio, optical or other electro-
magnetic systems [47]. This broad, technology-neutral definition
encompasses satellite and other types of communications that
utilize both wireless and wired networks; on the earth, in the
atmosphere, and in outer space.

The organization’s Radiocommunications Sector (RS) assigns
orbital slots and coordinates to satellites through its Space Services
Department and maintains the relevant portion of the Master In-
ternational Frequency Register (MIFR) [48] relating to satellite
registration by country, uplink and downlink frequency assign-
ments, orbital location, and satellite expiry date [49]. In carrying
out the implementation of satellite registrations and regulation of
their use, the ITU and its member states are bound by several
substantive principles included in its instruments (Constitution,
Convention and Telecom and Radio Regulations) that apply to the
global use of telecommunications infrastructure such as undersea
cables, microwave connections and satellite systems [50].

The first relevant principle is embodied in Article 33 of the ITU
Constitution, and establishes the non-discriminatory use of “the
international service of public correspondence” [51], including
relevant satellite communications. Articles 34 and 35, entitled
"Stoppage of Telecommunications” and “Suspension of Services”,
affect and counterbalance this right by permitting Member States
to suspend ingoing and outgoing telecommunications, including
those transmitted by satellite, with respect their own territory, on
the condition that they publicly notify the stoppage or suspension
as stipulated [52]. These authorities stems from a state's capacity
as a sovereign to control the flow of information through its ter-
ritory, yet does not extend beyond its borders other than in ex-
ceptional situations [53].

Two additional ITU Constitutional provisions are relevant to the
context of satellite transmissions. Article 44 provides that the
global electro-magnetic spectrum resource and the geostationary
satellite orbit are limited natural resources that must be used
"rationally, efficiently and economically” and that "...countries or
groups of countries [must] have equitable access to those orbits
and frequencies...." [54] This provision establishes an
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internationally-agreed characterization of the spectrum and orbits
that has legal ramifications for the provision of transmission up-
links and downlinks, for instance.

Finally, and most significantly for the present topic, Article 45
of the Constitution prohibits the disruption of all wireless com-
munications, including satellite transmissions, from "harmful in-
terference"”. This key term is defined in detail by Article 15 of the
ITU Radio Regulations, and prohibits “...unnecessary transmis-
sions, or the transmission of superfluous signals, or the trans-
mission of false or misleading signals, or the transmission of sig-
nals without identification” [55]. It is also worth noting that
emergency communications are given special protection by the
subsequent Article 46, and receive "absolute priority" [56] over
other types of telecommunications.

The ITU Constitution’s exemption of military installations, in-
cluding military satellite installations, from the two latter nor-
mative provisions does complicate the application of the ITU legal
regime across all satellite system infrastructures [57], especially
given the dual-use nature of contemporary satellite systems [58].
The difficulties of separating out the military and civilian uses of a
particular satellite present a challenge at the practical and legal
level that has yet to be resolved [59].

To summarize the ITU regulatory regime as it applies to satellite
networks and communications, the ITU constitutional provisions
provide a relatively clear, robust and widely-accepted normative
and regulatory position that supports and facilitate uninterrupted
satellite communications. Moreover, the ITU norms specifically
prohibit harmful interference with transmissions, and require
states to operate with transparency regarding any interruptions to
the satellite communications of other states. These provisions are
rooted in a long-standing treaty regime that has developed over
the course of the evolution of wireless communications since the
19th century, and to which nearly all states are bound at
present [60].

3.4. Transborder freedom of information

The fourth international legal regime relevant to the protection
of satellite transmissions is that of the freedom of transborder
information flow. This regime deals with content-related aspects
of communications, rather than the technical aspects that are
more characteristic of the preceding two regimes of space law and
international telecommunications law.

The transborder freedom of information is recognized under
international law by both treaty law and customary law. It is
concisely formulated in Article 19 of the Universal Declaration of
Human Rights, as follows:

“Everyone has the right to freedom of opinion and expression;
this right includes freedom to hold opinions without inter-
ference and to seek, receive and impart information and ideas
through any media and regardless of frontiers” [61].

This broad formulation is technology-neutral by intent, and
applies to satellite communications just as it applies to printed
newspapers and to letters sent through the post. It is supported by
customary law with a history associated with the development of
the 19th century's Western concepts of democracy and freedom of
expression [62]. One early effort to restrict transborder freedom of
information exchange, by excluding hostile propaganda and in-
citement to war, was promoted in the1936 International Conven-
tion Concerning the Use of Broadcasting in the Cause of Peace [63].
This treaty, acceded to by about 30 countries, attempted to re-
spond to public incitement to war via radio broadcasting during
WWI. Article 1 of the Convention, for instance, requires states to
prohibit broadcast transmissions within their territories that are

"of such a character as to incite the population of any territory to
acts incompatible with the internal order or the security of a ter-
ritory”. Throughout World War II, during the Nuremberg Trials,
and for the duration of the Cold War, the question of whether
states are permitted under international law to jam propaganda
broadcasts from hostile states was debated by international law-
yers. In the post-War period, the debate was carried out in the
context of dozens of UN and UN specialized agency decisions and
resolutions, on occasion focusing on the alleged distortion of the
developing world on the part of the media owned and run by the
so-called first world [64]. The legal debate was further carried over
during the 1970s into the realm of direct broadcast satellite
transmissions (DBS) and the "free flow versus prior consent”
argument [65].

Domestic law provisions that set out the parameters of the
freedom of communications and the limitations on its scope are
critical to its application to satellite communications, as are further
provisions of international law [66]. One important aspect of the
debate over prohibited content as an exception to the rule sup-
porting transborder freedom of information exchange is analyzed
in a 1997 article by Jamie Metzl reviewing the legality of the 1994
RTLM radio broadcasts that were eventually determined by the
International Criminal Trial for Rwanda (ICTR) to constitute in-
citement to genocide of the Tutsi. The ICTR determined that the
Hutu management personnel of the RTLM radio station held per-
sonal responsibility for violating norms of jus cogens [67]. In the
article, Metzl evaluates the applicable customary law:

“...stripped of its Cold War overtones, the international law
regarding radio jamming is not nearly as uniform and absolute
as it may once have seemed, even if the strong presumption
toward the free flow of information and against jamming
continues to fulfill a valuable international role” [68].

Metzl thus argues that there are limitations to the above-
mentioned Article 19 freedom of communication that would os-
tensibly prohibit disruption of radio broadcasts in another state’s
territory. The Rwanda broadcasts inciting to genocide may have
legitimately been jammed, in his view — there may even be a duty
to jam broadcasts that violate jus cogens. This conclusion finds
some support in UN Charter Article 41, which permits the Security
Council to require states to interrupt "postal, telegraphic, radio and
other means of communication” as a response to a threat to peace,
danger to peace or aggression [69].

In extending this conclusion into the context of satellite
transmissions, international law does recognize limitations on the
international freedom of transborder communication, including
satellite transmissions. This freedom may be curtailed by domestic
law provisions, such as those addressing national security issues
[70]; by the Security Council acting under Article 41; and possibly
by jus cogens considerations (i.e., to prevent incitement to geno-
cide). Overall, the impact of extending freedom of communication
into cyberspace requires the engagement of new modes of think-
ing about the normative framing, the practice and the enforce-
ment of this international human right [71].

4. Towards a framework for cooperation under international
law

The convergence of the four regimes of international law re-
viewed above around the issue of hostile disruption of satellite
communications provides an opportunity to test the viability of
international law as it relates to a rapidly-developing phenomenon
of state activity of concern to many countries and international
organizations. Yet the provision of a clear legal solution available
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to victim states, i.e., states that have undergone hostile disruption
to their satellite communications, whether physically, virtually or
in some hybrid combination, is still unresolved [72].

Additionally, it is unclear how the international law applicable
in cyberspace, although not yet developed or sufficiently eluci-
dated by state practice, will influence the application of these four
regimes. The intersections of this field of law with the four re-
viewed in this article will be salient and interesting to observe as
states forge new norms of behavior, adapting existing interna-
tional law norms to cyberspace.

Nonetheless, the need to explore and connect cybersecurity
considerations and emerging legal norms with these more estab-
lished fields of law continues to be under-prioritized: a recent
COPOUS proposal on space governance does not refer to cyber-
security issues, for instance; nor does the April 2016 Draft Report
of the Chair of the Working Group on the status, application and
enforcement of the five space treaties [73]. Issues of the applic-
ability of international law to outer space and to cyberspace ap-
pear to be “siloed” at present.

This article proposes that a comprehensive and integrative
multi-stakeholder review of the measures available under inter-
national law in response to hostile acts directed at satellites and
satellite transmissions be undertaken with some urgency. Indeed,
the 2013 GGE noted that “...efforts by States, and the international
community as a whole, are being undertaken to advance con-
certed, well-thought out, effective and timely bilateral, regional
and multilateral initiatives to strengthen stability and security in
outer space in a constructive manner” [74]. Yet the relevance of
cybersecurity concerns has not, on the whole, been integrated into
these efforts.

In this author’s view, a dedicated framework for cooperation
among states and relevant non-state actors, such as commercial
satellite corporations, is called for, with due consideration of the
rapid development of cyber-enabled ASAT capabilities and threats
by state and non-state actors, as well. The typology of hostile sa-
tellite disruptions proposed in this article may serve as an analy-
tical matrix for triggering the appropriate international law re-
sponses to hostile interference with satellites and satellite
transmissions.

5. Conclusions

The underlying assumption of this article is that international
law has a key role to play in articulating the “rules of the road” for
state activities relating to satellites, including the imposition of
effective sanctions on those states that do not uphold and imple-
ment applicable legal norms. The additional, relatively new issue
of the application of international law to state and non-state ac-
tivities in cyberspace is a factor that also needs to be considered
when weighing the range of possibilities for state responses to
hostile disruptions to satellite communications. This article pro-
poses a typology of hostile satellite events and reviews the four
relevant legal regimes as well as the relevance of cybersecurity
considerations and nascent norms. It urges the establishment of a
global framework for effective multi-stakeholder cooperation un-
der international law in responding to kinetic, virtual and hybrid
threats to satellite communications of all types and clarifying the
applicable norms of responsibility and liability in this context.
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