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UNPRECEDENTED 

 “KINETIC WAR” CONTEXT

 FORMALLY UNATTRIBUTED – RUSSIA? 

 NO KNOWN UKRAINIAN RESPONSE – GERMANY 
TOO

 LEAVES US WITH NOW-FAMILIAR OPEN QUESTIONS….



AN ACT OF 
WAR B/W 

STATES

ISSUE FOR 
UN 

COLLECTIVE 
SECURITY 
REGIME 

CYBER  
CRIME

BUSINESS 
CONTINUITY 

ISSUE



UKRANIAN CYBER 
STRATEGY, MARCH 2016

“APPROVAL OF THE NEW STRATEGY IS INTENDED TO HELP 
AVOID REPETITION OF HACKER ATTACKS ON THE 
COUNTRY'S ENERGY FACILITIES, SIMILAR TO THOSE 
WHICH TOOK PLACE AT THE END OF LAST YEAR ON 
…ONE OF THE LARGEST ENERGY PROVIDERS IN WESTERN 
UKRAINE WHICH RESULTED IN AN ENERGY BLOCKADE OF 
…UKRANIAN ELECTRICITY CONSUMERS.”



NATIONAL PERSPECTIVES 
REFLECT PERCEIVED 

VULNERABILITIES, SENSITIVITIES 
AND PRIORITIES.



THE NORM PROBLEM



THE TASK AT HAND:

SETTING CREDIBLE NORMATIVE 
THRESHOLDS GLOBALLY 

THAT INCORPORATE DIVERSE, SOMETIMES 
OPPOSING, NATIONAL PERSPECTIVES



WHAT INTERNATIONAL LAW DOES FOR A LIVING

1
• TAKE INTO ACCOUNT NATIONS’ CONCERNS

2

• NEGOTIATE CONCERNS AND INTERESTS and 
IDENTIFY THE “CUI BONO” ELEMENT

4
• BUILD ENFORCEMENT MECHANISMS



HOW DOES IL WORK?

STATE 
BEHAVIOR

GEN’L 
PRINCIPLES

TREATIES

CASE LAW 
AND 

SCHOLAR-
SHIP



NOT PERFECT, BUT…

 IT’S AN IMPORTANT TOOL IN THE TOOLBOX
 INCENTIVIZES NORMATIVE BEHAVIOR OF STATES
WHEN BAD ACTORS PERSIST, THERE ARE 

MECHANISMS IN PLACE TO SANCTION THEM

 IT’S INTEGRATED INTO AN INTERNATIONAL SYSTEM

PRECEDENTS: LAW OF THE SEA, AIRSPACE LAW, 
NUCLEAR, BIO-CHEM, OUTER SPACE

AND IN 
CYBERSPACE FOR 

THE PAST FEW 
YEARS



”The most successful tools the 
federal government has employed 

so far have been legal 
ones rather tit-for-tat 

counterattacks via cyberspace… 
we should expect to see more of 

the former.”

--John Carlin, US Ass’t Attorney-Gen’l for 
National Security, Aug. 1, 2016 



► UN
GGE 

► OSCE CBMs

► EUROPOL 
CYBERCRIME 
CENTER

►TALLINN 1.0

► AFRICAN
UNION
TREATY

►NATO 
SUMMIT

► NET-
MUNDIAL

► SCO CODE OF CONDUCT

► UN GGE

► G20 AND NATO 
COMMUNIQUES

► US-CHINA BILATERAL

► RUSSIA-CHINA BILATERAL

2009-
2015

2013

2014

2015

2016

► G7

► NATO

► GGE

► TALLINN 2

CONVENTION ON 
CYBERCRIME, 2001



CYBERSECURITY THREAT VECTORS

COMPUTERS

DATA
CYBERSEC 
PROFES-
SIONALS

TRANS-
MISSION
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THE 
NATIONAL 
/ GLOBAL 

PUBLIC



“Estonia as a service”



DIFFERENT VULNERABILITIES >> 
DIFFERENT FRAMING OF CYBER 

SECURITY NORMS



“CYBER CANTONIZATION”  v.  COORDINATED GLOBAL NORMS 



► UN
GGE 

► OSCE CBMs

► EUROPOL 
CYBERCRIME 
CENTER

►TALLINN 
MANUAL

► AFRICAN
UNION
TREATY

►NATO 
SUMMIT

► NET-
MUNDIAL

► SCO CODE OF CONDUCT

► UN GROUP OF GOVT 
EXPERTS

► G20 AND NATO 
COMMUNIQUES

► US-CHINA BILATERAL

► RUSSIA-CHINA BILATERAL

2009-
2015

2013

2014

2015 2016

► G7

► NATO

► GGE

► EU 
DIRECTIVE

► TALLINN 2

CONVENTION ON 
CYBERCRIME, 2001



BELARUS, BRAZIL, CHINA, COLOMBIA, EGYPT, ESTONIA, FRANCE, GERMANY, 
GHANA, ISRAEL, JAPAN, KENYA, MALAYSIA, MEXICO, PAKISTAN, KOREA, 
RUSSIA, SPAIN, UK, USA 



“INFORMATION SECURITY”

- CYBER CODE OF CONDUCT, 2015



“CREDIBLE DIGITAL SPACE”
“AFRICA’S KNOWLEDGE ECONOMY”

- CONVENTION ON CYBERSECURITY, 2014



NORMATIVE OUTPUTS

 INTERNATIONAL LAW APPLIES TO CYBERSPACE

 INCLUDING COLLECTIVE SECURITY

STATE RESPONSIBILITY OVER TERRITORIAL 
INFRASTRUCTURE 

ENFORCEMENT COOPERATION – CERTs, 
EUROPOL, INTERPOL

TALLIN 2.0





PILLAR I : CYBERSPACE AS THE 
5TH DOMAIN OF WARFARE



G7 PRINCIPLES AND ACTIONS ON CYBER, 
2016 

-- CANADA, FRANCE, GERMANY, GB, ITALY, JAPAN, US

-- NATO, ARTICLE 5



UN 2(4)

ALL MEMBERS SHALL REFRAIN 
…FROM THE THREAT OR USE OF 
FORCE AGAINST THE TERRITORIAL 
INTEGRITY OR POLITICAL 
INDEPENDENCE OF ANY STATE...



UN 51

NOTHING IN THE PRESENT CHARTER 
SHALL IMPAIR THE INHERENT RIGHT OF 
…SELF-DEFENSE IF AN ARMED ATTACK 
OCCURS AGAINST A MEMBER OF THE 
UN...



ANTICIPATORY / PRE-EMPTIVE 
SELF-DEFENCE

“No state can be 
expected to await 

an initial attack 
which…may well 
destroy the state’s 
capacity for further 
resistance and so 
jeopardize its very 

existence.”

Derek Bowett, 1958



NOT STATES  (FOR GOOD 
REASON) 

 LEADING EXPERT 
AUTHORITIES

 INTERNATIONAL LAW AND 
COLLECTIVE SECURITY 
APPLY 

 STATES’ DE FACTO 
ACKNOWLEDGEMENT 

2013



RULE 11: “USE OF FORCE” 

A CYBER OPERATION CONSTITUTES A USE OF 
FORCE WHEN ITS SCALE AND EFFECTS ARE 
COMPARABLE TO NON-CYBER OPERATIONS 
RISING TO THE LEVEL OF A USE OF FORCE. 

(ICJ NICARAGUA 1986)



RULE 30: “CYBER ATTACK” 

A CYBER ATTACK IS A CYBER OPERATION, 
WHETHER OFFENSIVE OR DEFENSIVE, THAT IS 
REASONABLY EXPECTED TO CAUSE INJURY OR 
DEATH TO PERSONS OR DAMAGE OR 
DESTRUCTION TO OBJECTS.



WHAT ABOUT SONY?

“THE INTERVIEW”  / 
SONY DATA 
BREACH, DECEMBER 
2013



STATES ARE MORE AND 
MORE TRANSPARENT ABOUT 
THEIR OFFICIAL POSITIONS 
ON THE USE OF FORCE IN 
CYBERSPACE



“A SERIOUS, ORGANISED CYBER ATTACK ON 
ESSENTIAL FUNCTIONS OF THE STATE COULD 
CONCEIVABLY BE QUALIFIED AS AN ‘ARMED 
ATTACK’ WITHIN THE MEANING OF ARTICLE 51 
…IF IT COULD OR DID LEAD TO SERIOUS 
DISRUPTION OF THE FUNCTIONING OF THE 
STATE OR SERIOUS AND LONG-LASTING 
CONSEQUENCES FOR THE STABILITY OF THE 
STATE.”

PARLIAMENT, 2011



“THE US MILITARY MAY CONDUCT 
CYBER OPERATIONS TO COUNTER AN 
IMMINENT OR ON-GOING ATTACK 
AGAINST…US INTERESTS IN 
CYBERSPACE. THE PURPOSE OF SUCH 
A DEFENSIVE MEASURE IS TO BLUNT 
AN ATTACK AND PREVENT THE 
DESTRUCTION OF PROPERTY OR THE 
LOSS OF LIFE.” 

DOD, 2015



SUMMARY OF PILLAR I : THE 5TH

DOMAIN OF WARFARE

(1) 
INTERNATIONAL 

LAW APPLIES

(2) “SCALE AND 
EFFECTS TEST” 

FOR SELF-
DEFENSE TO BE 

JUSTIFIED

(3) SOME 
DECLARATIONS-

TRANSPARENT 
STATE PRACTICE 

LACKING



PILLAR II : “CIVILIAN 
CYBERSPACE” SECURITY



2001 BUDAPEST CONVENTION ON CYBERCRIME



ART. 25

THE PARTIES SHALL AFFORD ONE ANOTHER 
MUTUAL ASSISTANCE TO THE WIDEST EXTENT 
POSSIBLE FOR THE PURPOSE OF INVESTIGATIONS 
OR PROCEEDINGS CONCERNING CRIMINAL 
OFFENCES RELATED TO COMPUTER SYSTEMS 
AND DATA, OR FOR THE COLLECTION OF 
EVIDENCE IN ELECTRONIC FORM OF A 
CRIMINAL OFFENCE.



CYBER POLICING HAS GONE GLOBAL

INTERPOL

EUROPOL

FBI

SECTORAL (BANKS, FINANCE) 

24/7 PoC
NETWORK MANDATED



SUMMARY OF PILLAR II : “CIVILIAN 
CYBERSPACE” SECURITY

(1) 
CYBERCRIME 
CONVENTION 

MANDATES 
MUTUAL 

ASSUSTANCE 

(2) 
CYBERCRIME 
DEFINITIONS

(3) REQUIRED 
PoC ALERTS 
+ POLICING



PILLAR III : CHANGING ROLE OF 
COMMERCIAL STAKEHOLDERS 
IN DETERMINING 
INTERNATIONAL NORMS



STAKEHOLDERS HAVE CHANGED AT 
THE GLOBAL LEVEL



CHANGING AND UNPRECEDENTED 
ROLES FOR TRANSNATIONAL 
COMMERCIAL ENTITIES



…INDUSTRY IS OFTEN BEST POSITIONED TO 
IDENTIFY THE KEY LESSONS FROM NATION-STATE 
ATTACKS… 

INDUSTRY MUST ALSO HAVE AN AVENUE TO 
CONTRIBUTE TO NORMS
IMPLEMENTATION…INDUSTRY OFTEN HAS 
TECHNICAL INFORMATION THAT CAN IMPROVE 
THE THRESHOLD DETERMINATION OF WHETHER 
AN ATTACK WAS LAUNCHED BY A NATION-
STATE. 



SUMMARY OF PILLAR III : 
CHANGING ROLE FOR 
COMMERCIAL STAKEHOLDERS

(1) GLOBAL 
STAKEHOLDERS 
ARE CHANGING

(2) 
TRANSNATIONAL 

INFLUENCE OF 
COMMERCE IS 

UNPRECEDENTED 

(3) ROLE IN 
POLICY AND 

LAWMAKING -
TBD



SUMMING UP: TRENDS AND 
OUTCOMES



THE TASK AT HAND

TO SET 

CREDIBLE NORMATIVE THRESHOLDS 
GLOBALLY 

THAT INCORPORATE DIVERSE, SOMETIMES 
OPPOSING, NATIONAL PERSPECTIVES



COLLECTIVE 
SECURITY 

NORMS APPLY

50+ STATES 
HAVE AGREED 

ON CRIME 
DEFINITIONS + 

PoCNEW ROLE FOR 
TRANSNATIONAL 
CORPORATIONS

LACK OF 
TRANSPARENCY ENFORCEMENTTBD



COORDINATED GLOBAL NORMS – THE WAYS AHEAD

DE-SILO
INTEGRATE INTO OTHER 
AREAS OF INT’L LAW

3 CRITICAL CHALLENGES
 CYBERTERRORISM
 INFRASTRUCTURE PROTECTION
 WHAT IS DATA?



THANK YOU.

deborah@cyberregstrategies.com
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COORDINATED GLOBAL NORMS – THE WAYS AHEAD

DE-SILO
INTEGRATE INTO OTHER 
AREAS OF INT’L LAW

3 CRITICAL CHALLENGES
 CYBERTERRORISM
 INFRASTRUCTURE PROTECTION
 DATA
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