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Abstract:

Cyber attacks present one of several new challenges to global, national and personal security that
result from cyber space weapons development and deployment. These new threats are a daily
occurrence in every country and range from ongoing attacks on governmental institutions to the
January 2012 "Saudi hacker" breaches of Israeli credit card databases. International law is
currently taking important initial steps to address the illegality of cyber attacks and states' right to
defend against them in general, and is making inroads regarding cyber terrorism in particular.
Nonetheless, much ambivalence remains in both international and Israeli law regarding its
definition and ramifications.

This ambivalence has so far curtailed the development of definitive normative prescriptions
applicable to cyber terrorism. Nonetheless, a present focus of threat assessment is the
vulnerability of critical infrastructures and networks to cyber terrorism attacks. Due to the ability
of terrorists to leverage potentially devastating cyber attacks at relatively low cost to themselves,
this area of asymmetry should become prioritized as new arena for counter-terrorism law and
policy. Indeed, it seems to be garnering "fast track” treatment due to the particular threats these
attacks pose.

In this article, the emerging international legal norms prohibiting cyber terrorism will be
examined; and the relevant provisions of Israeli legislation will be analyzed in a comparative
context. In conclusion, four observations about present trends and global legal developments will
be offered.
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[Cyber attacks present one of several new challenges to global, national and personal
security that result from cyber space weapons development and deployment. These new
threats are a daily occurrence in every country and range from ongoing attacks on
governmental institutions to the January 2012 "Saudi hacker" breaches of Israeli credit
card databases. International law is currently taking important initial steps to address the
illegality of cyber attacks and states' right to defend against them in general, and is
making inroads regarding cyber terrorism in particular. Nonetheless, much ambivalence

remains in both international and Israeli law regarding its definition and ramifications.

This ambivalence has so far curtailed the development of definitive normative
prescriptions applicable to cyber terrorism. Nonetheless, a present focus of threat
assessment is the vulnerability of critical infrastructures and networks to cyber terrorism
attacks. Due to the ability of terrorists to leverage potentially devastating cyber attacks at
relatively low cost to themselves, this area of asymmetry should become prioritized as
new arena for counter-terrorism law and policy. Indeed, it seems to be garnering "fast

track™ treatment due to the particular threats these attacks pose.
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In this article, the emerging international legal norms prohibiting cyber terrorism will be

examined; and the relevant provisions of Israeli legislation will be analyzed in a

comparative context. In conclusion, four observations about present trends and global

legal developments will be offered.]

Introduction

Hostile cyber attacks have become front-page news. Increasingly, they are described as

cyber terror attacks by journalists, decisionmakers and the perpetrators themselves.

Several recent examples are representative:

In January 2012, tens of thousands of Israelis were the unwilling victims of
OxOmar, a hacker claiming to be a Saudi national whose plan was to use cyber
terrorism in order to "...hurt Israel -- politically, economically and culturally,” as
the hacker wrote in an email exchange with an Israeli media source®. The 0xOmar
attacks targeted and exposed the personal and credit card data of Israelis, Jewish
and Arab alike, on readily accessible websites. They caused uproar in the Israeli
media, and among government leaders, politicians and consumer privacy groups,
instigating an unprecedented public debate over the state of the country's cyber
security readiness?.

On May 22, 2012 an Al-Qaeda video calling for "electronic jihad" against
infrastructure and other targets was shown by the FBI to the US House of
Representatives’ Homeland Security and Governmental Affairs Committee.
Chairman Senator Joe Lieberman stated: "This is the clearest evidence we've seen
that Al Qaeda and other terrorist groups want to attack the cyber systems of our
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critical infrastructure ...."Congress needs to act now to protect the American
public from a possible devastating attack...on our electric grid, water delivery
systems or financial networks, for example."®

In retaliation for the anti-Muslim video called "The Innocence of Muslims" that
was posted on Google’s YouTube in September 2012, the Izz ad-Din al-Qassam
Cyber Fighters launched Operation Ababil, a series of DDoS attacks against
major banks in the West which utilize Google cloud hosting, including Bank of
America, Citigroup, Wells Fargo, BB&T and HSBC*.

During Operation Pillar of Defense, Israel's Minister of Finance proclaimed that
Israel had been exposed to 100 million internet attacks on private, commercial
and government websites, including 44 million on government sites.” Many of

these were carried out by elements hostile to Israel and made their hostile intent

clear by "signing" websites and malevolent messages.

All of the above incidents raise clear and urgent questions about the nature and scope of

real-world damage that can - and cannot - be wreaked by hostile actors leveraging the

power of the internet, and the ways in which the international legal system and global

policymakers should be coping with such threats.

But are they cyber terrorism?

Current Trends and Dilemmas

Terrorists aim to inflict psychological and physical damage on civilian, commercial and

governmental targets, in order to make a political and ideological statement®. Terrorism

differs in a crucial way from other criminal activity because of the determination of its
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perpetrators to cause widespread fear and panic. Yet precise, legally-enforceable
definitions of terrorism have so far eluded international legal experts and policymakers’.
Tellingly, one of the leading efforts at international codification, the UN Draft
Convention on International Terrorism has been in committee since 2000 and is currently
deadlocked over definitional issues®.

Likewise, there is no agreed concept at the international level of what cyber terrorism is,
and it is a controversial and divisive term even among those decision makers who have
responsibility for preventing hostile cyber attacks®. Jim Harper, the Director of
Information Policy Studies at the CATO Institute, has said "There's no such thing as
cyber terrorism." "Both cyber terrorism and cyber warfare are concepts that are gross
exaggerations of what's possible through internet attacks."'° Moreover, in its recent re-
evaluation of cyber preparedness among member states, the OECD has refrained from
defining cyber terrorism as a key threat in the international arena.™

On the other hand, the threat of cyber terrorism is unmistakably on the global agenda. UN

Secretary General Ban Ki-Moon has said:

The Internet is a prime example of how terrorists can behave in a truly
transnational way; in response, States need to think and function in an equally

transnational manner*?.

And a recent survey of top-level information security professionals meeting in the US has
noted that 79% of them believe there will be a "major" cyber terrorism event in 2013".
The World Economic Forum has identified cyber terrorism, in the form of "digital
wildfires" as a global risk in 2013'. And in the legal arena, several key international
bodies have initiated draft treaties or codes to cope with cyber terrorism, as will be seen
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herein. One current example is the European Commission's CleanIT framework to

prevent terrorists' exploitation of the internet™.

The legal and policy complexities of defining "cyber terrorism™ in order to serve the aims
of deterrence, operational prevention and enforcement'® are burdened with two
interlocking sets dilemmas. The first set consists of those surrounding the definition and
prohibition of "terrorism™ itself; and the second encompasses the additional complexities

around the new threats posed by state and non-state actors in cyber space®’.

The latter set of cybersecurity dilemmas is addressed in a recent edition of Foreign
Affairs, where Valeriano and Maness write in "The Fog of Cyberwar" about the threat of
cyberwar not living up to the hype around it, as a new dynamic of deterrence is already in
effect:
Far from making interstate cyberwarfare more common, the ease of launching an
attack actually keeps the tactic in check. Most countries’ cyberdefenses are weak,
and a state trying to exploit an adversary’s weakness may be similarly vulnerable,
inviting easy retaliation. An unspoken but powerful international norm against

civilian targets further limits the terms of cyberwarfare™.

And yet they are much more ambivalent about the prevention of cyber terrorism:

To be sure, cyberterrorism is still a danger. This is a development that will be

more difficult to deter®®.
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In light of this challenge, the international community has turned its attention to
elucidating the key definitional elements of cyber terrorism in order to meet the three
aforementioned aims of deterrence, operative prevention and enforcement. Several

initiatives are currently under development, as discussed in the following section.

International Legal Initiatives to Develop a Prohibition of Cyber Terrorism

NATO's Tallinn Manual

In the National Cybersecurity Framework Manual of 2012%°, a group of NATO experts

sets out the challenge of forging appropriate rules of international law in cyber space:

It is reasonable to presume that cyberspace could be used as a vector for initiating
physical attacks to further the aims of a terrorist: terrorist groups also use
cyberspace to recruit, spread propaganda and organise their activities.... Cyber
terrorism is not specifically proscribed in any international convention, which is
of special importance due to the fact that international law on terrorism is
scattered, and the means used (cyber technique, kinetic energy, etc.), have an

effect on the applicable law?.

Nonetheless, the process of defining "cyber terrorism™ in a way that furthers the
development of a prohibitory norm has been furthered in NATQO's recently published
Manual on the International Law Applicable to Cyber Warfare (“the Tallinn Manual").?
There, a group of international experts has distinguished cyber terrorism from cyber
crime, cyber harassment, sabotage, hackerism and terrorism that is not cyber-related, by

defining cyber terrorism attacks as follows, in Rule 36:
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".... Cyber attacks, or the threat thereof, the primary purpose of which is to spread

terror among the civilian population...."?*

Where a "cyber attack™ is defined as:

"A cyber operation, whether offensive or defensive, that is reasonably expected

to cause injury or death to persons or damage or destruction to objects."?*

The commentary on Rule 36 elucidates several additional, crucial characteristics of cyber

terrorism:

Its purpose is to instill terror among civilians, not military personnel, although
the latter may also be terrorized as a result of the same act;?

The intent to terrorize must be directed toward a wide population and go
beyond the intent to influence a few individuals;*

A threat to attack by cyber terrorism is also prohibited.?” The example given by

the Group of Experts is instructive:

"For instance, the threat to use a cyber attack to disable a city's water distribution
system to contaminate drinking water and cause death or illness would violate the
Rule if made with the primary purpose of spreading terror among the civilian
population. On the other hand, consider the example of a false tweet (Twitter
message) sent out in order to cause panic, falsely indicating that a highly
contagious and deadly disease is spreading rapidly throughout the population.
Because the tweet is neither an attack nor a threat thereof, it does not violate this

Rule."?8
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In summarizing Rule 36, it is important to provide the context of the more general work
of the group of experts on the use of force in cyber space, formulated in Rule 11. This
Rule proposes that a cyber attack having the same "scale and effects™ as a physical attack
should be categorized as a use of force, giving rise to a right of self-defense under
international law?®. The scope of the present article does not permit analysis of this
compelling and core issue, which has ramifications for the activities of states in cyber
space during peacetime and war™.

In summary, the Tallinn Manual addresses cyber terrorism as a particular type of cyber
attack, with the main distinguishing factor being the perpetrator's intent to terrorize a
large civilian population. There is no specification that the terror be politically or
ideologically motivated, nor does the Tallinn definition encompass terrorist's utilization
of the internet for purposes such as recruitment, fundraising and propaganda. In line with
the Manual's treatment of the use of force in general, the prohibition encompasses any

threat of cyber terrorism, as well as an actual cyber terrorism attack®".
Other Initiatives

Other leading policy and law-enforcement bodies other than NATO that have developed

working definitions and characterizations of cyber terrorism include:

e the US Department of Defense®;

e The Center for Strategic and International Studies (CSIS)™®;
o the FBI*

o FEMA®

e OSCE®:
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e the UN's Working Group on Countering the Use of the Internet for Terrorist
Purposes®;

o the ITU%;

e the EC¥; and

e the Council of Europe.*
The latter two bodies have progressed to common definitions of terrorism that are
binding on EU member states via the 2002 Council Framework Decision on combating
terrorism*! and the subsequent 2005 Convention on the Prevention of Terrorism*?. These
two legal instruments prohibit all offences defined as terrorism under the 12 existing
international counter-terrorism conventions in force, in a variety of contexts such as

airspace and the high seas®.

Additionally, in the academic context, a 2001 draft treaty against cyber crime and
terrorism was proposed by Stanford University's Hoover Institution**, prohibiting acts
using a cyber system "as a material factor" in offenses defined in existing counter-

terrorism treaties, such as the 1963 Tokyo Convention.*

Finally, the 2001 Budapest Convention on Cyber Crime*°, the sole example of treaty law
regulating cyber space, establishes an important legal base for the future development of
cyber terrorism law at the multilateral level. Although the Convention addresses cyber
crime without specifically addressing cyber terrorism, it does establish a framework for
international cooperation at three levels: (a) standardizing the legal concepts of cyber
crime; (b) establishing common concepts of prosecution of cyber crime; and (c) requiring
cooperation among member states for data exchange and early warning of cyber threats*’.

Thirty-eight states have ratified the Convention®® (as of winter 2013, Israel has nearly
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completed its accession) and have thereby committed to harmonizing their domestic
legislation with its substantive categories of prohibitions: offences against the
confidentiality, integrity and availability of computer systems and data®®, computer-

related offenses’, and content-related offenses® .

These latter offenses are elaborated in the Additional Protocol to the Convention
Concerning the Criminalization of Acts of a Racist and Xenophobic Nature committed
through Computer Systems®2. The Protocol prohibits several actions that are relevant to
the prevention of terrorism, such as the dissemination of racist and xenophobic material
through computer systems and racist and xenophobic-related threats delivered through

computer systems®.

In this same context of the prevention of cyber crime, the work of the International
Telecommunications Union (ITU) is worth noting, both for its survey of national

legislation on cybercrime and its valuable 2010 Toolkit for Cybercrime Legislation,

which provides sample legislative prohibitions of cyber terrorism in line with the
Budapest Convention's proscriptive categories.® The relevant provisions include
unauthorized access for purposes of terrorism, unauthorized access to or acquisition of
computer programs or data for purposes of terrorism, intent to cause interference or

disruption for purposes of terrorism, and intent to furtherance of terrorism™.

The Toolkit notes that these provisions extend beyond the existing provisions of most
ITU member countries, as well as the existing provisions of the Budapest Convention.*®
The updated 2012 ITU publication on cybercrime legislation addresses "terrorist use of

7
|5

the internet”, as well>’, to include ancillary activities to the terrorist attack itself such as
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the abovementioned recruitment, fundraising and propaganda. This trend of identifying a
spectrum of terrorism activities in cyber space, beyond the terrorism attack itself, will be

elaborated upon below.
Comparison and Analysis of International Initiatives

The definitions and characterizations of cyber terrorism analyzed above are all relatively
new. Many share a reticence to definitively distinguish cyber terrorism from other forms
of terrorism. Several advocate a co-reading of prohibitions on terrorism in existing
international counter-terrorism treaties with the 2001 Budapest Convention on
Cybercrime, reviewed below. Some utilize a definitional framing of "terrorist use of the
internet"” rather than "cyber terrorism"”, emphasizing that cyber attacks are more of a tool

of terrorism rather than a type of terrorism.

Several emphasize the particular threat that cyber terrorism holds for critical
infrastructures. The magnified asymmetry that terrorists may leverage through cyber
attack against financial and banking systems, national media, GPS systems, cellphone
networks, electricity grids, water distribution systems is expressed as follows by the CSIS

definition of cyber terrorism:

... The use of computer network tools to shut down critical national infrastructures
(e.g., energy, transportation, government operations) or to coerce or intimidate a

government or civilian population®®,

The EU Programme on “Prevention, Preparedness and Consequence Management of

Terrorism and other Security Related Risks™ for the period 2007-13 also addresses the
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aggravated risk to critical infrastructure posed by terrorism, although not cyber terrorism

specifically™.

A comparison of selected definitions of cyber terrorism adopted by these bodies appears

in Annex A below.

The Spectrum of Cyber Terrorism Activities

Under all of these definitions, terrorist use of the internet might leverage the ubiquity and
anonymity of cyber space for a range of prohibited activities. This spectrum is well-

known from various analyses of terrorist activity in general®®, and includes:

e Cyber attack constituting terrorism;

e Dissemination of unlawful content;

e Fundraising and funding of operations;

e Research of the target's vulnerabilities;

e Recruiting;

e Planning;

e Real-time operational support;

e Post-facto notification and attribution of attacks, and

e Propaganda.

It is crucial to note that only the first category addresses the actual terror attack or the
threat thereof. As noted above, the others may be considered ancillary or secondary types
of terrorist activity. Relevant international treaties and domestic criminal law make this
distinction regarding non-cyber terrorist activity to different degrees; a distinction which
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is likely to be reflected in developments related to the legal norms applicable to cyber

terrorism.

Discussions of the specific tactical and strategic advantages that terrorists might glean
from cyber attacks, or from combining real-world terrorist attacks with cyber capabilities,
abound in both the popular and professional literature, and will not be reviewed here®. It
is nevertheless worth noting the emphasis in the literature on the terrorist threat to
computerized critical infrastructures, where terrorists' ability to leverage cyber attacks to
cause massive damage is magnified. For example, the ITU's 2012 Understanding

Cybercrime summarizes as follows:

This shift in the focus of the discussion had a positive effect on research related to
cyberterrorism as it highlighted areas of terrorist activities that were rather
unknown before. But despite the importance of a comprehensive approach, the
threat of Internet-related attacks against critical infrastructure should not be
removed from the central focus of the discussion. The vulnerability of and the
growing reliance on information technology makes it necessary to include
Internet-related attacks against critical infrastructure in strategies to prevent and

fight cyberterrorism®?,

This author advocates the development of legal norms through treaties and domestic
legislation to prohibit cyber terrorism in line with the spectrum of terrorist activities
described above. In this view, cyber terrorism may eventually be defined to encompass
any of the above activities, as well as those which will surely develop in the future. A

cyber terrorism event may stand on its own as a discrete virtual occurrence; and it may
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also serve as a force multiplier for more "traditional” forms of terrorism in the physical
world®, Differences lie in the tools and the targets but, in line with Rule 11 of the Tallinn
Manual, not in the “scope and effects" of the terrorist act. Legal norms, as they evolve,

should reflect these nuances and treat cyber terrorism activity as a comprehensive whole.

The Israeli Case: The Definitions of "'an act of terrorism" under Israel's Prohibition

on Terrorist Financing Law and Draft Fighting Terrorism Law

Individual countries have, naturally enough, not waited for the international legal
community to develop binding global norms for the prohibition and prosecution of cyber
terrorism. Like several other countries, the United Kingdom has initiated measures to
train special police units to confront cyber terrorism threats, to intervene in websites of
radical groups, to authorize telephone wiretaps and to survey email traffic and content in
police investigations connected to crimes of terrorism®*. A recent legislative development
in the U.S. authorizes the National Counterterrorism Center of the US Homeland Security
to access almost any database the government collects that it says is "reasonably
believed" to contain "terrorism information."®® Other countries, including the UAE, Saudi
Arabia, China and India have adopted different approaches to criminalizing aspects of
terrorists' activities in cyber space, including prohibiting online incitement to terrorist
acts®. Finally The Council of Europe's CODEXTER project has recently established a
database to track 31 countries' legislative readiness to prosecute terrorist use of the

internet®’.
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Israel's law on prohibiting terrorism is currently set to undergo a transformation, with the
proposed bill for the Fighting Terrorism Law, 5721- 2011 having passed a first reading in
the Knesset in the summer of 2011 and expected to be re-tabled in the wake of the
January 2013 national elections®. Leaving aside the broader issues raised by the bill in
the context of civil liberties®, the key issue in the new bill relevant to the present analysis
is that neither it nor the existing Prohibition on Terrorist Financing Law, 5765-2004"°
(herein- Terrorist Financing Law) address the issue of cyber terrorism directly.

We begin the analysis with the relevant section of the Terrorist Financing Law. Article 1

defines "an act of terrorism"’*

, and represents Israeli legislation's most cogent definition
thereof. The full definition follows, and the salient points are summarized below:

“An act of terrorism” —

(@ an act that constitutes an offence or a threat to commit an act that
constitutes an offence that was committed or was planned to be committed
in order to influence a matter of policy, ideology or religion if all of the

following conditions are fulfilled:

1) it was committed or was planned to be committed with the goal of
causing fear or panic among the public or with the goal of coercing
a government or another governing authority, including the
government or governing authority of a foreign country to take
action or to refrain from taking action; for the purposes of this
paragraph — foreseeing, as a nearly certain possibility, that the act
or the threat will cause fear or panic among the public is equivalent
to having a goal to cause fear or panic among the public;
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2) the act that was committed or that was planned or the threat

included:

@ actual injury to a person’s body or his freedom , or placing
a person in danger of death or danger of grievous bodily

injury;

(b) the creation of actual danger to the health or security of the

public;

(©) serious damage to property;

(d) serious disruption of vital infrastructures, systems or
services;

(b) if the aforementioned act or threat was committed or was planned to be
committed using weapons as defined in Section 144(c)(1) and (3) of the
Penal Law, excluding a weapon part or accessory, it will be considered an
act of terrorism even if the conditions of paragraph (1) of subsection (a)
are not met, and if it was committed or planned to be committed using
chemical, biological or radioactive weapons that are liable, due to their
nature, to cause actual mass harm — even if the conditions set forth in

paragraphs (1) and (2) of subsection (a) are not met;

The definition of "act of terrorism" in the draft bill for the Fighting Terrorism Law, 5721-
2011 (herein — Draft Bill) is similar to this one, with three specific differences noted in
the bill's Explanatory Notes which will be discussed below.”® According to the Notes,

both definitions are based on the UN General Assembly's Resolution of 1995, "Measures
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to Eliminate International Terrorism

"73 and resemble the laws of other democracies such

as Canada, the UK and Awustralia.

The four differences in parts (a) (1) and (2) of the definition between "act of terrorism"

under the Draft Bill and the current Terrorist Financing Law are not major, yet they serve

to sharpen the language and focus the intent of this important concept. In brief, they are

as follows*:

The phrasing in (a) "...or was planned to be committed..." is eliminated in the
proposed law, as the intent to commit the act is covered either in its commission
or in the threat of its commission;

Also in (a), an act of terrorism committed "...in order to influence a matter of
policy, ideology or religion..." is proposed to be altered to reflect the motivations
of the perpetrator, as opposed to his or her goal in committing the prohibited act.
It is also proposed to add racism to the three existing motivating factors.

In (a) (1) it is proposed to replace the word "coercing" in the phrase "...with the
goal of coercing a government or another governing authority..." with the word,
“influencing”, as a more accurate description of the goal of the terrorist act”.

The language of (a) (2) is proposed to be altered in order to clarify that the
legislative prohibition of the 4 proscribed acts regards the act that was threatened
and not the threat itself. Also, the bill adds an additional prohibitions to (a) (2) (b)
regarding an act that causes severe damage to national security; to (a) (2) (c)
regarding damage to property that is not severe in and of itself, but may have

severe ramifications, such as damage to a holy place.

Finally, in (a) (2) (d), the bill expands the prohibition from

ICTWPS March 2013 [13]/17



"... serious disruption of vital infrastructures, systems or services." to "... serious
harm to vital infrastructures, systems or services; or serious disruption of them;
serious damage to the country's economy or environment, or damage to the

environment that has caused or is liable to cause serious economic harm."

Despite the latter expansion of the prohibition coming close to an acknowledgement of
the serious damage that may be caused by cyber terrorism, neither the legislative text nor
the Explanatory Notes of either the law or the bill explicitly takes into account the threats
posed by cyber terrorism.”® This is surprising and unsatisfactory, given the global
developments reviewed above. Moreover, the UN General Assembly Resolution
following up to that on which both Israeli laws were explicitly based according to their
Explanatory Notes and which predates them both, refers specifically to electronically-

abetted terrorism in its Article 1 (c):

To note the risk of terrorists using electronic or wire communications systems and
networks to carry out criminal acts and the need to find means, consistent with
national law, to prevent such criminality and to promote cooperation where

appropriate’”;

We argue that the Draft Bill needs to be amended in order to incorporate cyber terrorism
as a particular type of terrorism, in a manner that takes into account the recent global
efforts to characterize its specific characteristics and threats. The Draft Bill, in its current

form, has not taken this step.

Nonetheless, at present Israeli legislation does provide a "bridge™ for certain cases of

cyber terrorism being covered by the expanded article (a) (2) (d) prohibiting "... serious
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harm to vital infrastructures, systems or services; or serious disruption of them; serious
damage to the country's economy or environment, or damage to the environment that has

caused or is liable to cause serious economic harm."

The bridge is inherent in the recently declassified Government Decision 84B,
Responsibility for the Protection of Computerized Systems in the State of Israel’®. The
decision sets out a mechanism of authorities and responsibilities for the protection of
specified, computerized systems that are determined to be vital to Israel's national
functioning by a statutory oversight committee and other specialized bodies. The original
scope of protected infrastructures in 84B, detailed in its Appendix A, was limited to "vital
computerized infrastructures” such as the electricity grid, cabled and wired national
telephone communications networks, the national water carrier, the stock exchange, EI Al
and Arkia aviation companies, Zim and pharmaceutical companies’®. Expansion of the
scope to additional infrastructures, such as food distribution networks and traffic grids, is

currently under consideration®.
Four Observations

Since Dorothy Denning's well-known observation in May 2000 that "[c]yberterrorism is

the convergence of terrorism and cyberspace®!"

, progress has been slow in developing
legal definitions and global policies that may serve as effective deterrents and enforcers
of a broad prohibition on cyber terrorism. In part, this process is anticipatory: there is a
dearth of actual cyber terror events. In the words of Brookings' Peter Singer, writing in

December 2012, there are over 30,000 articles on cyber terrorism and zero events of

cyber terror®?. Singer is referring to the dearth of cyber terror attacks — or, in any event,
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those that have been identifiable up until the present time. Nonetheless, legal and policy

experts are moving ahead with several initiatives to forge effective definitions of cyber

terrorism in the broader context of cyber attacks and the secondary activities that support

these attacks. The Tallin Manual and the EU's CleanIT are especially notable.

Four observations regarding the trends and dilemmas of the developing law prohibiting

cyber terrorism:

The definitional challenge is preceding the normative challenge - Since cyber
terrorism has not yet been defined with any degree of international consensus, it
is at present difficult to discern how it differs from other cyber security issues, on
the one hand; and with "ordinary terrorism" issues, on the other. Distinguishing
cyber terrorism from better-defined cyber crime is an additional challenge. It may
prove preferable to widen the Budapest Convention and domestic criminal codes
to deal also with cyber terrorism, rather than duplicating global and domestic
efforts on two separate normative tracks.

Critical infrastructure is currently perceived as the most vulnerable to cyber
terrorism, due to its dependence on electronic networks. Much definitional and
normative work has been successfully undertaken over the past two decades on
protecting critical infrastructure from at several jurisdictional levels, such as the
2006 Communication from the EC on a European Programme for Critical
Infrastructure Protection® and Israel's Government Decision 84B as incorporated
into Government Decision 3611. This work should be leveraged to encompass

the protection of infrastructures from cyber terrorism.

ICTWPS March 2013 [13]/20



Cyber forensics brings important advantages to the identification, prosecution
and prevention of terrorism, including cyber terrorism. Clearly, there are strong
overarching law and policy concerns regarding the protection of individual
privacy and freedom of communication in cyber space. This challenge is an
ongoing one, and includes issues such as the admissibility of digital evidence in
international tribunals and domestic courts.

Finally, as with other cyber security issues, effective international cooperation
to enforce the eventual definitions and norms prohibiting cyber terrorism will be
crucial to the success of any future legal and policy regimes. The Tallinn Manual,
which embodies a serious international effort to define cyber terrorism as well as
other cybersecurity terms; and provides the legal analysis relevant to eventual
codification of international norms, is an example of the necessary joint efforts

required.

Conclusions

Important inroads to address the new threats posed by cyber attacks in general and cyber
terrorism in particular, are currently being made by key international organizations and
states that are leaders in cyber security. These efforts to cope with new global dynamics
of deterrence, prevention and enforcement in cyber space are characterized, at the present
stage, by the challenge of defining these new threats at the legal and policy levels. Some
actors, such as NATO and the European Community, have moved beyond the definitional

challenge and have begun to address the normative challenges.
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Although we agree with Singer's evaluation that actual acts of cyber terrorism in the
narrow sense of the Tallinn Manual's cyber terrorism attacks have not yet occurred as of
this writing, threat assessment around the probability of cyber terrorism events in the
future should continue to focus on the vulnerabilities of critical infrastructures. There the
ability of terrorists to leverage potentially devastating cyber attacks at relatively low cost
to themselves should become prioritized as new arena for counter-terrorism law and
policy. This asymmetry is more pronounced in cyber space than in the strictly physical
world due to the dependence of critical systems on computer networks. Thus, compared
to other global efforts to define cyber threats and develop normative frameworks for
addressing them, cyber terrorism seems to be garnering "fast track™ treatment from some
global decisionmakers due to the particular threats it poses to critical infrastructures and

networks.

In Israel, the expanded and refined definition of "act of terrorism™ in the Draft Bill is a
welcome improvement over the present definition in the Terrorist Financing Law,
especially because of the better understanding of critical infrastructure vulnerability in
the draft law. Nonetheless, the draft law does not specifically address cyber terrorism, a
glaring shortfall in light of current international developments and the growing
understanding within Israel of the need to prohibit cyber terrorism as part of a broad
national policy for cybersecurity. This shortfall should be remedied before the Draft Bill

is next tabled.

Finally, we conclude with the observation that forging the legal and policy tools to
address the threat of cyber terrorism is an increasingly important challenge both globally

and domestically within Israel. As the world becomes more and more electronically
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interconnected by "the internet of things"”, "the matternet”, satellite and GPS networks,

lawmakers need to provide better protection for these new vulnerabilities.

Annex 1: A Comparison of Selected Definitions of Cyber Terrorism

N.B. See endnotes for full references.

Tallinn Manual, 2012 .... Cyber attacks, or the threat thereof, the primary purpose of
which is to spread terror among the civilian
population...."[where a "cyber attack" is defined as: a...] cyber
operation, whether offensive or defensive, that is reasonably
expected to cause injury or death to persons or damage or
destruction to objects.

US Department of Defense, Cyber-terrorism is a development of terrorist capabilities

2005 provided by new technologies and networked organizations,
which allows terrorists to conduct their operations with little or
no physical risk to themselves.

Center for Strategic and The use of computer network tools to shut down critical
International Studies, 2002 national infrastructures (e.g., energy, transportation,
government operations) or to coerce or intimidate a
government or civilian population.

FBI, no date The unlawful use of force or violence, committed by a group(s)
of two or more individuals, against persons or property, to
intimidate or coerce a government, the civilian population, or
any segment thereof, in furtherance of political or social
objectives.

FEMA Unlawful attacks and threats of attack against computers,
networks, and the information stored therein when done to
intimidate or coerce a government or its people in furtherance
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of political or social objectives.

OSCE

[T]he threat posed by the use of the Internet for terrorist
purposes, including incitement, recruitment, fund raising,
training, targeting and planning terrorist acts....

UN's Working Group on
Countering the Use of the
Internet for Terrorist
Purposes, 2012

A functional approach has been adopted regarding the
classification of the means by which the Internet is often
utilized to promote and support acts of terrorism. This
approach has resulted in the identification of six sometimes
overlapping categories: propaganda (including recruitment,
radicalization and incitement to terrorism); financing; training;
planning (including through secret communication and open-
source information); execution; and cyberattacks.

ITU Toolkit, 2010

Whoever commits an offense under [article] with the intent of
developing, formulating, planning, facilitating, assisting,
informing, conspiring, or committing acts of terrorism, not
limited to cyberterrorism, shall be punished by a fine of
[amount]and imprisonment for a period of [_].

EC CleanlT , 2012

Terrorists use the Internet on a daily basis. From a technical
perspective, terrorist use of the Internet is not substantially
different from regular, legal use of the Internet. Terrorists use
the same popular, easy to use or more advanced Internet
services as other users do, and they also use tools to conceal
their identity and activities. Terrorists do not primarily use the
Internet as a weapon to attack other targets, but mainly as a
resource.

Terrorist activities on the Internet can be found in the easy to
access part of Internet where social media are used, and many
forms of user-generated content are exchanged. This is also the
place where violent propaganda material is spread, and the
process of finding new recruits for terrorist acts and

ICTWPS March 2013 [13]/24




radicalization begins. Those who are interested are attracted to
more ideological websites and social media that often contain
illegal material. The illegality of content may depend, however,
on the context in which the material is presented. These
ideological websites often glorify and encourage violence, and
are used to distribute training manuals and other information
on how to commit terrorist acts. The Internet is also used to
plan and organize deadly attacks. This takes place in hidden
parts of the Internet, the hard-to-access terrorist forums.

Draft International
Convention to Enhance
Protection from Cyber Crime
and Terrorism (Stanford
Draft), 2001

Offenses under this Convention are committed if any person
unlawfully and intentionally engages in any of the following
conduct without legally recognized authority, permission or
consent: [....] Uses a cyber system as a material factor in
committing an act made unlawful or prohibited by any of the
following [counter-terrorism] treaties:|...]

Desouza and Hensgen, 2003,
Semiotic Emergent Framework to
Address the Reality of
Cyberterrorism, 2003,cited in N.

Veerasamy,

A purposeful act, personally or politically motivated, that is
intended to disrupt or destroy the stability of organizational or
national interests, through the use of electronic devices which are
directed at information systems, computer programs, or other
electronic means of communications, transfer, and storage
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